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. June 3, 1974

Mr, Clay T. Whitehead

Director

Office of Telecommunications Policy
Room 770

1800 G Street, N. W.

Washington, D, C,

Dear Mr., Whitehead:

In late 1973, the Foreign Operations and Government Information Sub-
Committee of the House Committee on Government Operations conducted

2 questionnaire survey to obtain data on the current policies and practices

of Federal agencies relative to telephone monitoring and other surveillance
practices. )

The information developed by that survey indicates a need for an,ll:l?.isltwg by
this Sub-Committee of the material published in it's report of I_)_ge_gsﬂ__g‘mb.&_’_w.
which is enclosed for your information, A series of public hearings is being
scheduled to assist the Sub-Comn ttee in its efforts to more fully develop

a body of knowledge about the current technology of monitoring equipment
and what can be anticipated in the near future.

This is to confirm tentative arrangements discussed by your Assistant Director
for Government COmmunications, Mr. Charles C. Joyce, and this Sub-
Committee's Staff Director, Mr. William G, Fhillips, about the hcarifag
gcheduled for Tuesday, June 1 h. It is our understanding, that the witnesses
from the Office of Telecommunications Policy w 1 be the Deputy Director,

Mr. John Eger, who will be accompanied by Mr. Charles C. Joyce, Jr.

The June 11th hearing will begin at 10:( ' a. m. in Room 2203 of the Rayburn
House Cffice Building and continue in the afternoon. Your witnesscs, who

are expected at about 2:00 p. m. on 1at day,>»shoud present to the Sub-
Committee information on the extent and nature of the use of such equi?ment

by your office\=They also should summarize the results of the study ?x f‘1e
adequacy o1 common law, statutes and Fe ‘'ral regulations to protect m.dw1duals
regarding the privacy of their electronic communications and the security -

of communications' systems referred to in your testimony of July 31, 1973,
before this Sub-Committee,

@Their statement shou | expend on and update, if necessary, the material
you previously furnished to the General Accounting Office in response to the
October 5, 1973, questionnaijre survey it undertook at the request of the Sub-

. Committee.




. Page -2~

Witnesses are requested to limit their initial oral statement to 10 minutes,
which will be folowed by questions from the Sub-Committee members. More
detailed written statements will be accepted from witnesses, and those
written statements in their entirety will be made part of the hearing record.
If you wish additional information, please contact Mr, William G. Phillips,
Sub-Committee Staff Director, at 225-3741.

As required under the Committee rulee (copy enclosed), it will be necessary
for you to provde 50 advanced copies of your prepared statement to Mr
Phillips in Room B-371, Rayburn House Office Building, Washington, D. C,
by 10:00 a. m. Monday, June 10th, Please do not request extensions of this
deadline.

With best regards.

Sincerely,

‘ | : William S. Moorhead

Chairman






















































































































































































































STATEMENT BY
JCHN M. EGER, DEPUTY [ RECTOR

OFFICE OF ELECOMMUNICATIONS POLICY
ON

FEDERAL MONITORING PRACTICES

before the

S )committee on Foreign Operations
and Gocvernment Information
Honorable William S. Moorhead, Cha man
Committee on Government Operations
U.S5. House of Representatives

June 11, 1974




My name is John M. Eger. I am Deputy Director of the
Office of Teleccmmunications Policy. With me today is
Mr. Charleées C. Joyce, Jr., OTP's Assistant Director for
Government Communications. I welcome this opportunity to
testify before the Government Information Subcommittece, and
I particularly wish to commend you, Mr. Chairman, the other
members of this Subcommittee and your staff for the fine
work which you have done over the years relative to telephone
monitoring and other surveillance practices within the
Federal Government.

In 1961, this Subcommittee issued a report which criticized
the lack of regulations governing monitoring practices  and
recommended ‘broad principles which OTP generally supposrtis
and which guides OTP's own use of transmitter‘cut—off switches.
For the present hearings, you asked that I discuss the nature
and use of telephone monitoring equipment by this Office. OTP
does not permit telephone monitoring without the ccnsent of all

parties to the conversation. When such consent is given,

secretaries may come on the line, and transmitter cut-off

devices are useful for reducing background noise. As we reported
in response to the GAO survey, three transmitter cut-off switches
are installed on secretarial telephone consoles in the Director's
office. The total rent for Fiscal Year 1973 was $90.00; we

expect that to be about the same for Fiscal 1974.




In addition to OTP's use of telephone listening devices,
ycu also requested that we summarize the results of the érivacy
study we discussed with the Subcommittee last July. When .
Clay T. Whitehead, Director of OTP, testified before this
Subcommittee at that time, he said that the Office had
undertaken a study of the adequacy of present law and regulation
to protect the privacy of individuals in their electronic
communications and the security of the systéms carrying fhem.

The study was conducted by Professor R. Kent Greenawalt
of the Columbia University School of Law in New York City.
Professor Greenawalt is a distinguished legal scholar with
broad experience in the field of privacy ﬁrotect:on. dis
study entitled "Privacy -- Its Meaning and Legal Protection,”
is in the final stages of preparation and should be available
or rele: e in the near future. This Subcommittee will, of
course, receive a copy.

By way of a brief summary, the ¢ :udy dez s with the concept

- of privacy, the issues regarding its legal protection, and

-various probler : of special concern to OTP and to the Domestic

Counc L Committee on the Right of Privacy. Although the concept
of privacy is multi-faceted, the study concentrates on privacy
as al individual's control of information abou£ himself. The
réason for this is that control over information about onese f
is a prerequisite for the development of individuality,
intellectual growth, creative act rsity, emotional release and

the maintenance of relationships wit others.




Professor Greenawalt noted that, while there are various
significant nonlegal restraints on invasions of privacy
including physical barriers, indifference, and ethical
restraints, legal protections are the most significant
restrictions.

A person can lose control of information about himself
when information is obtained against his wishes from him or
from some area in which he expects privacy, when information
is obtained from the original recipient of information against
the wishes of both subject and recipient, and when information
is willingly disclosed by the original recipient against
the wishes of the subject.

Among the various legal rules dealing with the acquisition
of information from the subject or from areas in which he
ekpects privacy are the law of search and seizure and the
privilege against self-incrimination. The first embodies a
kind of balancing approach, in theory _splied in advance by a
disinterested official, the "probable cause" standard defini
when the public interest in a search overcomes the individual's
interest in privacy. By contrast, the privilege against self-
incrimination totally insulates some areas fron inquiry. The
search and seizure approach has been applied to.electronic

surveillance; the main responsiblity for reviewing present

-law in this regard lies with a National Commission created

under the.applicable 1968 Act.







that are gathered; better efforts to inform subjects of

the uses of informa iLon; more careful scrﬁtiny of exchanges
of information among different record systems; and rights of'
notice, access, and challenge to contribute to accuracy,

and to undercut secret files except where clearly needed.

Finally, and of most immediate interest in the context
of these hearings, the study identifies the area of monitoring
or recording by a participant to a conversation as one of the
most murky aspects of the privacy problem. Indeed, Professor
Greenawalt has stated that the proper boundaries of such
recording and effective enforcement of existing restrictions
are among the mosl significant problems for the protection
of privacy.

As we continue to evaluate Professor Greenawalt's stuc_,
we intend to give particular attention to the question of
participant monitoring within the Government. We shall, of
course, work closely with this Subcommittee, as we have in
the past, to respond to the possible need for further legal
safeguards to deal witﬁ such monitoring, including the

adequacy of the present Department of Justice ' itidelines in

this area.

This concludes my statement.
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cation surveillance; the main responsibility for reviewing present law
in this regard lies with a national commission created under the ap-
Pplicable 1968 act.

In identifying areas in which there may be a need for further legal
protection, Professor Greenawalt's study shows that mucl mforma-
tion is disclosed by individuals to obtain benefits, sucl as a job or
credit, and there js 7, need to inform individuals more fully how infor-
mation is used ang to review the need for how much information ig
gathered.

With respect to the acquisition of information from unwilling
original recipients, what is needed is more effective physical protection
of record systemg from ortsiders and from insiders who act with ille-
gitimate burposes. Carerul review js also needed of the dissemination
thcies of original recipients, private and public. Information may

¢ passed on withoyt Very strong justification and contrary to the
understanding of t)e subject of the information, The tort right of
privacy unfortunately brotects only a limited class of disclosure, and
systematic legislation and administrative regulation is required to
deal with t}e threats to privacy posed by comprehensive manual and
computerized record systems,

While the study states that many of the most dire predictions about
computers have not been realized. there is a need to regulate the per-
Yasive record systems thay now play such an important part in people’s
lives. There should be moye etfective review and control of the kinds
of information thyt are gathered; hetter efforts to mform subjects
of the uses of informntinn': more carefyl serutiny of exchanges of in-
formation among different recor systems. In addition. there should

e clearly defineq rights of notice, access and challenge to insure
accuracy, and to undercut secret. filog except where clearly needed,

“mally, and of most immediate interest in the context of these hear-
mngs, the study identifies the area of monitoring or recording by a par-
ticipant to ‘onversation as one of the most. murky aspects of the pri-
vacy problem, Indeeq, Professor Greenawalt has stated that the proper

oundaries of syel, recording and effective ep forcement of existing re-
strictions ape among the most signiticant problems for the protection
of privacy,

As we continue to evalyate Professor Greenawalt's study. we intend
to gl.\'e Particular attentjon to the question of participant monitoring
Within the Government, We shall, of course, work closely with this
Subcommnittee, as yvo have ASt. 10 respond to the poss d
for further legral safegyy al with sueh monitoring, including

:um adequacy of thoe Present Department of Justice guidelines in this
req,

1 4 \l s
I'his concludes my statement.

=Ar. Joyvee and I ape Prepared to answer Any questions you may wish
to address to yg, . .

Mr. oorimgap, Thank voy very much, My, Boor, T think your state-
ment is excellent, ) ) )

RO your definition of privacy—with the importance of privaey
as yon have expressed it at the bottom of Page 2—"prevequisite for g
development of in(li\'irhullit_\'. intellectugl “rowth, ereative activity,
‘motional relege, and mainténanee of relationships with others.” I'liat
1S an exeellent statement. But T am perturbe when Isee that statement
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monitoring, we intend as one of our acts to investicate further what,
if any, recommendations for safeguards we should consider.

Mr. Moornean. I understand you have three of these transmitter
cutofl' switches in your agency. - ' ’

Mr. Ecer. Yes sir, we do. : . ‘

Mr. Moorukap. Used properly—iwhen you inform people—it doos
make it easicr to make recordings, or at Jeast vou don’t have the noise
in the backeround of the monitoring telephone? '

Mr. Ecrr. Yes sir. : -

Mr. Moorieap. Does not that device also make it easier to monitor
without the subject knowine he is being monitored ?

Mr. Ecrr. Unquestionably it would. sir. Certainly it is casier than
going to an extension telephone and cupping one’s hand over the trans-
mitter if one were desirous of monitoring that way.

Mr. Moorneap. That would be the purpose of the transmitter
cutoff' if it were to be used, as I say, without the subject knowing
about jt? ’ .

Mr. Eqer. T think that is certainly one of the uses of the transmitter
cutoff, Mr. Chairman.

Mr. Moormean. If you found some department or ageney having
2 disproportionately laree number of these cutoff switches, would
You think that that was a sional that woulkl cause OTP or whoeever
else might have the responsibility to say “wait a minute,” is that a
signal that they may be nsing it for improper monitoring?

Mr. Eerr. 1 'don't know. We have no idea what other oftices are using
transmitter keys. push. talk. listening cireuits for. Fortunately, through
this committee we are gaining information about how other Govern-
ment agencies are wsing them. That is one factor we will have to
crank—— b '

Mr. Moorimian, The one factor being a disproportionate number?

Mr. Ecer. Whether it is a large number or not, I ean't answer that
question today.

Mr. Mooriean, We are going to have that particular department
up here to testify. I think it will be very brief testimony. You might
want to stick around, )

Mr. Xger. I certainly will stay avound this afternoon, and we will
have coverage 1n these hearings as we have in the 1 t, because we
are very mterested in the work the subcommittee is doing. It is very
helpful to us.

Mr, Mpomn‘.;\q. Task you beeause you are in the Office of Telecom-
Imunications Policy, yon mav have some technical information that
can help us,. :

“'lmt\)s the KDZ instrument ? Do vou know that ?

Mr. LG.F.R. Mr. Chairman I am a lawyer by training, not an engl-
neer. I will have tq ask 1 . Joyce if he knows what that vefers to.

Mr. Jovcr. Mz, Chairman, I am an engineer by training, but I don’t
know what that ref ers to, '

Mr. Mooniir.p. Well, T have a definition. “service observing equip-
ment associated with a eall director appears as a separate button on
the tele})hono.” Does that help us along?

Mr. Jovcr. No, sir. I heard the distinction between service observing

and supervisory observing, but I am afraid I can't address tl b
question,
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Mr. Ecer. T should sav, and T read some of the testimony of Mr.
Whitehead and some of the fine questions posed to him during his first
appearance here about what the functions and responsibilities of the
‘Oftice of Telecommunications Policy are, that I think it is highly likely
we would not have been asked, because we do not usually render ad hoc
advisory opinions, nor operate or control any of the systems at all. and
even though we are in the Exccutive Oftice of the President, the Presi-
dent's communications are governed and ordered by the White Ilouse
communications agencies. I believe that is correct.

Mr. Puiars. Could vou check and see if someone in the agency
who might have been there at the time this decision was made? I
think it would have been either late in 1970 or early 1971. But this
was asked in the context of the study that you had mentioned 1at
had been commissioned. and also your comments about the whole
question of privacy and the role which OTP is playing, an important
role, in assuring a greater emphasis and awareness of this whole
privacy problem as it atfects Government agencies.

It would scem to me that certainly there would be an invasion
of privacy of those individuals whose conversations in the oval
office were taped without their knowledge or consent and this is cer-
tainly not the policy that vou have been enunciating as it affects
your agency and any other agency.

[A response to the above paragraph follows:]

OFFICE OF TELECOMMUNICATIONS ’oricy.

ExecUTive QFFICE OF THE PRESIDENT,
Washington, D.C.. June 17, 1974

Hon. WirLiax S, MoORHEAD.
v - . . v i i i
Chairman, Farcign Operations and Government Information Kuheommittee, Coni-

~1’ni!i(l';tcon Gorernment Operations. House of Representatives, Washing-
on, D.C.

DEAR MR. CHATRMAN : During our testimony on June 11, Mr. hillips of your
staff asked if OTP was involved in the deecision to tape record conversations at
the White Houze. and suzeested that we submit a rexponse for the record.

I have been able to verify that OTDP wasg r~+ consulted on that matter. and

was unaware of the recording until it became p  lic knowledge.
Sincerely,

Jonnx M. FGER.

M. Mooriteap. Do anv other staff members have questions?
M. STerTyER. No, Mr. Chairman.

r.Moorugan.  “ell. thank von very much.

I Questions submitted in writing to the ¢ P and answers thereto
follow:]

Question I.‘Wlmt criteria have been furnished to the Gereral Serviees Admin-
1-““’“”_0" against which that ageney might measure representations of other -
agencies Ulflt their “operational needs” require transmitter cutoffs. service ob-
ferving equipment, and «o forth?

Answer. 0']‘1‘: has not furnished to the General Services Administration any
CI‘"f‘l‘iﬂ regarding the use of transmitter cutoff switehes or service observing
equipment, OTP commissioned a study by Professor Kent Greenawalt of Colum-
bin Law Sr-]mnl on the lezal pratection of privacy. Professor Greenawalt de-
seribes particivant monitaring as perhaps the most eonfused area, bol lemally
and nlnlut'rmh.i(';mv. in the whole field of privacy. OTDP is going to do furtht"l‘
investization in this field. and will in addition recommend to the Domestic
Couneil {‘mnmitroe on Privaer that it examine the aren.

OQuestion 2. Doex the Offine of Telecnmmnnications Poliev assnme that the Gen-

eral Serviees Administration has vesponsil:ility for and has developed criterin,
of its own initiative? '
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FOREIGN OPERATIONS AND GOVERNMENT INFORMATION SUBCOMMI® :E
OF THE
COMMITTEE ON GOVERNMENT OPERATIONS

RaYBURN Housk OFFici BUiLDING, Roont B-371-B
WASHINGTON, D.C. 20515

June 18, 1974

SE R L R e e e LT g T D A e T e R e R T R
llonorable John Eger o - o
Deputy Director

... . Office of Te lecommunlcatlonJ Policy .

L e T8 00 G Street ;s N. Wi S NS R A N LTI LSS

B R B AP N

Washington, D. C. 20504 " oL AR SRR D

Dear Mr. Eger:

.Enclosed is the transcript of the Foreign Operatlons

“idnd-Govre rnment - -Infarmation:-Subcommittee!s: hearing omn. e S

telephone monitoring and other surveillance practnce% hc d
June 11, 1974. Also enclosed is a list of nine questions =
to be answered for inclusion in the hearing record.

Please make any necessary grammatical corrections of
your testlmony in the transcript and return it, along wi ith

the replies to the questions, to the Subcommlttee by
Monday, July 8, 1974.

Return to: Foreign Operations and Government
CE el e e Informatlon Subcommittee L ) L
© Y S RGom B 371, ‘Rayburn Buildinhg - -+ % R
Washington, D. C. 20515

Thank you.

Sincerely,

Iarsie YN /ch?;«

Martha M. Doty (Mrs.)

Clerk
Enclosurcs




QUESTIONS FOR THE OFFICE OF TELECOMMUNICATIONS POLICY

(
What criteria have been furnished to the General
Services Administration against which that agency
might measure representations of other agencies that
their "operational needs" require transmitter cut-
offs, service observing equipment, etc?

Does ‘the Office of Telecommunications Policy assume

that the General Services Administration has responsi- AN

initiative?

What is the nature of any limitation on .the authority

viih-xdelegated hy-OTP-to:.the. General “Services -Administration:

“to'prescribe in the Federal Property Management Regula-
tions operating practices relating to the monitoring of
telephone conversations? '

Does the Office of Telecommunications Policy assume

.+ that-agencies'-reqiiests. .tor thé’ General: ‘Services ‘Adiminis-*

tration for installation of such equipment would be
questioned (i.e., critically challenged).bgyond Te- -
quiring that such requests be made in writing?

Which agency (OTP or GSA) should be concerned with the
matter of excessive numbers of such equipment and/or
service being obtained, where agencies deal directly
with operating telephone companies because in that
location General Services Administration has not es-
tablished a centralized switchboard operation?

#' What™drethe views of “the -0ffice of Telecommunications

Policy on the concept of "teleservice centers'" and the
widespread introduction of service monitoring equip-
ment in these centers, in terms of their potential and
actual invasion of privacy of those calling in? .
Does the Office of Telecommunications Policy support the
decision by the Secretary of HEW to discontinue service
monitoring at its teleservice centers and recommend
similar action be taken by those other agencies operating
numbers of similar teleservice centers?

What reservations would OTP have to recommending Govern-
ment-wide adoption of its own policy that monitoring of
telephone conversations not be permitted without the
consent (i.e., notification and authorization) of all

parties to the conversation rather than the mere notifi-
cation, which is now the policy of many Federal agencies?

Ui R T8 e T,

-2




. Questions for the OTP 2

9. Summarize for the Subcommittee those actions ‘taken by
OTP, in consonance with responsibilities and authorities
set out in Executive Order 11556, dated September 4,
1970, as these relate to:
a. consultation with agencies to ensure that
their conduct of telecommunications activities
is consistent -with the policies and standards
of the Director, OTP. (Section 1 (b))
‘_,._;;Qﬁfgggwaggpcoxdinatg3thQutelecommunica¢ions;astivitdesqofﬂwﬁyp7§;mf@,w-
' F I the Executive Branch and formulate policies and
standards therefor, including ... privacy...
(Section 1(e))
= it f ,;T; »_‘.J.;‘:..:_: '. ' ’:_:._.:A:'_,;';-_ 45 :{-?, \ ‘_:3'1“_':::._:. ...._n.:, -.. '. : ,'. _,:,‘ LA .;..,"-..".. 3 :._.! i Saterand
' ~ " ¢.’“conduct ‘and coordinate economic, technical,
and systems analyses of telecommunications
policies, activities, and opportunities in
support of assigned responsibilities (Section 1(3))
g - ot :'.‘_‘ '.ﬁ.'-:' - “ . 3y > '; 0 1 f) 2 PR ISE N ~e Y RS '-" Wt s - "-'k\‘-u A} L7




1L _What criteria have been furnished to the General Services
Administration against which that agency might measure
representations of other agencies that their "operational

needs" ‘require transmitter cutoffs,, service observing equipment,
etci?

OTP has not furnished to the General Services Administration
any criteria regarding the use of transmitter cutoff switches or
service observing equipment. OTP commissioned a study by
Professor Kent Greenawalt of Columbia Law School on the legal
protection of privacy. Professor Greenawalt describes participant
monitoring as perhaps the most confused area, both legally and
philosophically, in the whole field of privacy. OTP is going
to do further investigation in this field, and will in addition rec-

ommend to the Domestic Council Committee on Privacy that it examine

the area.




2. Does the Office of Telecommunications Policy assume that
the General Services Administration has responsibility for and
has developed criteria, of its own initiative?

P4

The primary responsibility of the General Services
Administration is to procure the goods and services needed by
Government agencies on terms most advantageous to the Government.
It is not the responsibility of the General Services Administration
to determine requirements. While the General Services Administratio
should not conduct any procurement which violates Government policy.,
it is not the responsibility of GSA to develop such policy, at
least in the telecommunications area. Notwithstanding this, GSA
procurément regulations issued in 1968 state that the use of
. transmitter cutoff switches and other monitoring devices is not
permitted. However, agency heads are permitted to exempt their
agencies from this prohibition, and to delegate the authority

for such exemption within their own agencies. This in effect

leaves to the agencies the authority to determine whether such

devices are required.

As stated in response to question one, OTP will consider
whether there is a need for overall policy guidance in this

field; and if so, which agency or agencies should provide the

appropriate guidance.




3. What is the nature of any l1imitation on the authqrity
delegated by OTP to the General Services Administration to
prescribe in the Federal Property Mgnaggmen@ Regulations
operating practices relating to the monitoring of telephone

conversations?

ting to

gated to GSA any authority.rela

OTP has not dele
the specification of operating practices for telephone monitoring.




4. Does the Office of Telecommunications Policy assume

that agencies' requests to the General Services Administration
for installation of such equipment sould be questioned (i.e.,
critically challenged) beyond requiring that such requests

be made in writing?

At present, if the agency heads or their delegates
submit the required determinations, there is no basis for
GSA to question agency requests for the installation of
monitoring equipment. We understand that GSA requires that

these determinations be made in writing.




. 5. What agency (OTP or GSA) should be concerned with the

matter of excessive numbers of such eguipment qnd/pr seryice
being obtained, where agencies deal directly with operating
telephone companies because in that location General .
Services Administration has not established a centralized
switchboard operation?

At present, we assume GSA's only concern would be whether,
as required by its procurement regulations issued in 1971, the
head of the procuring agehcy or his authorized designee had
determined in writing that the monitoring device was essential
to the effective execution of agency responsibilities or was

required by operational needs, and the agency had retained £his

determination in its files.




6. What are the views of the Office of Telecommunications Policy
on the concept of "teleservice centers" and the widespread
introduction of service monitoring equipment in these centers,
in terms of their potential and actual invasion of privacy of
those calling in?

Clearly, assuming that notification and authorization
is the ideal in any participant monitoring situation, the problem
of providing adequate notification is more vexing in the case of
service monitoring than in most other forms of participant
monitoring. OTP is examining the guestion of service monitoring

in telephone service centers as part of its broader concern with

participant monitoring.




= )k
7. Does the Office of Telecommunciations Policy
support the decision by the Secretary of HEW to discon-
tinue service monitoring at its teleservice centers and
recommend similar action be taken by those other agencies
operating numbers of similar teleservice centers?
The Office of Telecommunications Policy has not

reviewed the use of service observing by HEW, nor the

reasons for its discontinuance, and therefore has no

comment on this action at this time.




g. What reservations would OTP have recommending Government-

wide adoption of its own policy that onitoring of telephone
conversations not be permitted without the consent (i.e.,
notification and authorization) of all parties to the conversation

—

rather than the mere notification, which is now the policy of many
Federal agencies? - -

As we indicated in our testimony, transmitter cutoff
devices are used only at the top executive levels in OTP,
and then only with the consent of all parties to the conversation.
Where transmitter cutoffs are used in other Federal agencies at
the Executive level, we would assume that similar reasons for their
use prevail, and that the application of the same policy might well
be appropriate. However, pefore recommending government-wide
adoption of this policy at all levels, we would want to be more
familiar with other types of situations in which these dévices
are ﬁsed and the justification therefor. It may turn out that
some distinctions will have to be made between épplications
in which the consent of all parties should be obtained, and those

where it is not in the public interest to do so.




9. Summarize for the Subcommittee those actions taken by OTP,

in consonance with responsibilities and authorities set out in

Executive Order 11556, dated September 4, 1970, as these relate
tos: .

a. consultation with agencies to ensure that their
conduct of telecommunications activities is
consistent with the policies and standards of
the Director, OTP. (Section 1(b))

b. Coordinate the telecommunications activities of
the Executive Branch and formulate policies and
standards therefor, jncluding...privacy... -
(section 1l(e))

c. conduct and coordinate economic, technical, and
systems analyses of telecommunications policies,

activities, and opportunities in support of assigned
responsibilities (Section 1(3))

. The attached Programs and Activities Reports describe the
broad range of OTP's activities. The activities which are most
pertinent to the responsibilities l1isted in question No. 9 are
summarized below.

In late 1972, OTP developed and promulgated a set of
management procedures (OTP Ccircular No. 11), requiring all
Federal Government agencies to submit their frequency plans
to OTP well in advance, with the objective of ensuring a critical
review of frequency spectrum availability for Government
communication-electronic systems prior to the commitment or
expenditure of public funds. OTP's experience with the application

of these procedures has confirmed emphatically that the procedures

are a i
. ppropriate and can meet the desired objectives.




In matters related to management of the Government's use
of the radio frequency spectrum, OTP us assisted by the
Interdepartment Radio Advisory Committee (IRAC). The IRAC
is composed of representatives of 16 Government agéncies having
major communication-electronic operations, plué a liaison
representative from the Federal Communications Commission.

OTP also established in 1972, the Council of Government
Communications Policy and Planning. This council, chaired by
OTP's Director, currently includes policy level representatives
from the Departments of State, Treasury., Defense, Justice,
Commerce, and Transportation and from the General Services
Administration, the National Aeronautics and Space Administration,
and the Central Intelligence Agency. The Council providés 5
consultative forum for OTP and Federal departments and agencies
with the most significant telecommunications system development
and operétional responsibilities.

In October, 1973, OTP established a formal planning and
coordination process (OTP Circular No. 12) called the Government
Communications Planning Program (GCPP) which was designed to
achieve many of OTP's objectives through the day-to-day activities
of the operating departments and agencies. 'The objectives of

the Government Communications Planning Program are:




first, to identify all the communications activities and

resources of the Federal Government; second, to determine

the needs for effective information exchange among the
various departments and agencies; third, to promote

economy in the Government's use of communications, through

sharing of facilities, elimination of duplication, and

effective use of commercial services; and finally, to
encourage the use of communications to improve productivity
and enhance coordination of Federal Government activities.

In June of this year, OTP established guidelines (OTP
Circular No. 13) designed to clarify the normal Federal role
as a user, rather than a provider, of telecommunication service.
The policy emphasizes the need to place maximum reliance on the
private sector in providing telecommunications services to the
Federal Government.

With respect to OTP's privacy-related efforts, it has been
proposed recently to the Domestic Council's Committee on the
Right of Privacy that OTP's GCPP be used to assure that personal
privacyvrights are given systematic consideration in the planning,
coordination and procurement of Federal data communications
systems. This recommendation was developed by an interagency
task force, chaired by OTP's Assistant Director for Government
Communications. The need for such systematic review was

demonstrated recently by the events relating to GSA's plans

for FEDNET, which progressed undetected until just before release

of the formal request for proposals to industry. OTP analyzed the

communications component of FEDNET and, after full consideration
of various aspects including the economic and privacy implications,




recommended a complete reorientation of that communications program.
OTP continues to be concerned with FEDNET and is monitoring closely
Federal procurement of telecommunications equipment associated
with ADP operations to prevent other "FEDNETS" from advancing
so far undetected.

Another privacy-related activity, discussed in our answer
to question No. 1, is an OTP-commissioned study by Professor
Kent Greenawalt of Columbia Law School. OTP is presently studying
hislrecommendations and we expect some of them to result in
action by OTP, and some to result in further recommendations

by OTP to the Domestic Council's Committee on the Right of

Privacy.










SUMMARY CHRONOLOGY -- GSA's FEDNET PROPOSAL

August 30, 1967: OMB Circular A-T76 - Policies for

acquiring commercial or industrial products and
services for government use. States there 1s no change

in policy of relying on private sector.

July 31, 1973: OTP testifies before House Government

Operation Subcommittee (Representative Moorehead) on
Federal Information Systems (see also briefing material

on Federal Information and Monitoring Procedures).

October 12, 1973: OTP Circular 12.

January 31, 1974: OTP letter to GSA's M. 8. Meeker

questions draft RFP.

March 4, 1974: OTP letter to Meeker says we are "dismayed"

over implications of GSA proposal.

April 25, 1974: Representative Moss writes GSA, questions

. o . 1
"extraordinary circumstances" surrounding GSA's RFP.

April 30, 1974: OTP letter to GSA's Sampson strongly

opposes GSA's plan for government designed and operated

data communications network.

May 9, 1974: OMB's Ash letter to GSA's Sampson recommends

that GSA withdraw RFP, notes OTP opposition.




10.

11.

12.

13,

14,

L5,

May 9, 1974: Vice President Ford speaks in Chicago,

soundly roasts FEDNET, says Privacy Committee concerned.

May 10, 1974: GSA's Sampson replies to Representative Moss,

assures him that individual privacy will be central concern

in Procurement Plan.

May 15, 1974: Representative Moss again responds to

Sampson, says latter only partially answered his questions,

calls explanations "meaningless."

May 16, 1974: Sampson responds to OTP, agrees to amend

RFP to (1) eliminate data communications network, and (2)

three of four optional sites are deleted.

May 30, 1974: OTP testifies before Senator Montoya's

Appropriations Subcommittee on GSA FEDNET.

June 18, 1974: OTP testifies before Senate Judiciary

Subcommittee on privacy aspects of GSA's FEDNET.

June 21, 1974: OTP Circular 134







‘ EXECUTIVE OFFICE OF THE PRESIDENT
BUREAU OF THE BUDGET
WASHINGTON, D.C. 20503

August 30, 1967 CIRCULAR NO. A-76
Revised

Transmittal Memorandum No., 1

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS

SUBJECT: Policies for acquiring commercial or industrial products and
services for Government use

Transmitted herewith is a revision of Bureau of the Budget Circular A-76
dated March 3, 1966, It is issued to clarify some provisions of the
earlier Circular and to lessen the burden of work by the agencies in
implementing its provisions. A brief summary of the changes is attached.

There is no change in the Govermment!s general policy of relying upon
the private enterprise system to supply its needs, except where it is in

the national interest for the Government to provide directly the products
. and services it uses,

We intend to keep the provisions of the Circular under continuing review.
We anticipate that further changes will be desirable in light of experience
gained from implementing the Circular'!s provisions, including the required
reviews of existing Govermment commercial or industrial activities to be
completed by June 30, 1968, We intend to give special attention to the
adequacy of the guidelines contained in the Circular for such matters as
comparative cost analyses; the circumstances under which cost differentials
in favor of private enterprise are appropriate; and the use of contracts
involving support services that require minimal capital investment.,

We welcome your suggestions.,

PHILLIP S. HUGHES
Acting Director

Attachments

(No, A-76)




BUREAU OF THE BUDGET

. EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20503
August 30, 1967 CIRCULAR NO. A-76
Revised

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS

SUBJECT: Policies for acquiring commercial or industrial products and
services for Government use

l. Purpose, This Circular replaces Bureau of the Budget Circular A-76
issued March 3, 1966, It is issued to clarify some provisions of the
earlier Circular and to lessen the burden of work by the agencies in
implementing its provisions. The basic policies to be applied by
executive agencies in determining whether commercial and industrial
products and services used by the Government are to be provided by
private suppliers or by the Government itself are the same as those con-
tained in Circular A-76 dated March 3, 1966.

2. Policy. The guidelines in this Circular are in furtherance of the
Government?!s general policy of relying on the private enterprise system
. to supply its needs.,

In some instances, however, it is in the national interest for the Governe
ment to provide directly the products and services it uses. These cir-
cumstances are set forth in paragraph 5 of this Circular.

No executive agency will initiate a "new start" or continue the operation
of an existing "Government commercial or industrial activity" except as
specifically required by law or as provided in this Circular,

3. Definitions. For purposes of this Circular:

a. A '"new start!" is a newly established Government commercial or
industrial activity involving additional capital investment of $25,000 or
more or additional annual costs of production of $50,000 or more. A re=
activation, expansion, modernization or replacement of an activity involving
additional capital investment of $50,000 or more or additional annual
costs of production of $100,000 or more are, for purposes of this Circular,
also regarded as "new starts." Consolidation of two or more activities
without increasing the overall total amount of products or services pro=-
vided is not a 'new start,!

b. A Govermment commercial or industrial activity is one which is
operated and managed by an executive agency and which provides for the
Govermment?s own use a product or service that is obtainable from a
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private source, The term does not include a Government-owned contractor=
operated activity,

c. A private commercial source is a private business concern which
provides a commercial or industrial product or service required by agencies
and which is located in the United States, its territories and possessions,
the District of Columbia, or the Commonwealth of Puerto Rico.

4, Scope. This Circular is applicable to commercial and industrial
products and services used by executive agencies, except that it:

a. Will not be used as authority to enter into contracts if such
authority does not otherwise exist nor will it be used to justify departure
from any law or regulation, including regulations of the Civil Service
Commission or other appropriate authority, nor will it be used for the
purpose of avoiding established salary or personnel limitations.

b. Does not alter the existing requirement that executive agencies
will perform for themselves those basic functions of management which
they must perform in order to retain essential control over the conduct
of their programs., These functions include selection and direction of
Government employees, assignment of organizational responsibilities,
planning of programs, establishment of performance goals and priorities,
and evaluation of performance. .

co Does mot apply to managerial advisory services such as those normally
provided by an office of general counsel, a management and organization staff,
or a systems analysis unit. Advisory assistance in areas such as these may
be provided either by Government staff organizations or from private sources
as deemed appropriate by executive agencies,

de Does not apply to products or services which are provided to the
public., (But an executive agency which provides a product or service to the
public should apply the provisions of this Circular with respect to any
commercial or industrial products or services which it uses.)

e. Does not apply to products or services obtained from other Federal
agencies which are authorized or required by law to furnish them.

f. Should not be applied when its application would be inconsistent
with the terms of any treaty or international agreement,

5. Circumstances under which the Govermment may provide a commercial or
industrial product or service for its own use, A Government commercial or
industrial activity may be authorized only under one or more of the following
conditions:
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. a. Procurement of a product or service from a commercial source would

disrupt or materially delay an agency'!s program. The fact that a commer-
cial or industrial activity is classified or is related to an agency?!s basic
program is not an adequate reason for starting or continuing a Government
activity, but a Government agency may provide a product or service for its
own use if a review conducted and documented as provided in paragraph 7
establishes that reliance upon a commercial source will disrupt or
materially delay the successful accomplishment of its program.

b. It is necessary for the Government to conduct a commercial or in-
dustrial activity for purposes of combat support or for individual and unit
retraining of military personnel or to maintain or strengthen mobilization
readiness,

c. A satisfactory commercial source is not available and gannot be
developed in time to provide a product or service when it is needed.
Agenciest efforts to find satisfactory commercial sources should be supple-
mented as appropriate by obtaining assistance from the General Services
and Small Business Administrations or the Business and Defense Services
Administration, Urgency of a requirement is not an adequate reason for
starting or continuing a Government commercial or industrial activity un-
less there is evidence that commercial sources are not able and the Govern-
ment is able to provide a product or service when needed.

de The product or service is available from another Federal agency.
Excess property available from other Federal agencies should be used in
preference to new procurement as provided by the Federal Property and
Administrative Services Act of 1949, and related regulations.

Property which has not been reported excess also may be provided
by other Federal agencies and unused plant and production capacity of other
agencies may be utilized. In such instances, the agency supplying a
product or service to another agency is responsible for compliance with
this Circular, The fact that a product or service is being provided to

another agency does not by itself justify a Government commercial or indus-
trial activity.

e. Procurement of the product or service from a commercial source
will result in higher cost to the Govermment. A Government commercial
activity may be authorized if a comparative cost analysis prepared as
provided in this Circular indicates that the Government can provide or is
providing a product or service at a cost lower than if the product or
service were obtained from commercial sources.

However, disadvantages of starting or continuing Government
activities must be carefully weighed. Government ownership and operation
of facilities usually involve removal or withholding of property from
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tax rolls, reduction of revenues from income and other taxes, and diver- .

sion of management attention from the Government!?s primary program
objectives. Losses also may occur due to such factors as obsolescence of
plant and equipment and unanticipated reductions in the Govermment!s re-
quirements for a product or service. Government commercial activities
should not be started or continued for reasons involving comparative
costs unless savings are sufficient to justify the assumption of these
and similar risks and uncertainties.

6. GCost comparisons. A decision to rely upon a Govermment activity for
reasons involving relative costs must be supported by a comparative cost
analysis which will disclose as accurately as possible the difference
between the cost which the Government is incurring or will incur under
each alternative.

Commercial sources should be relied upon without incurring the delay
and expense of conducting cost comparison studies for products or servi?es
estimated to cost the Government less than $50,000 per year. However, if

there is reason to believe that inadequate competition or other factors
are causing commercial prices to be unreasonable, a cost compariso? study
will be directed by the agency head or by his designee even if it is
estimated that the Government will spend less than $50,000 per year.for
the product or service. A Govermment activity should not be authorized
on the basis of such a comparison study, however, unless reasonable efforts ‘

to obtain satisfactory prices from existing commercial sources or to
develop other commercial sources are unsuccessful.

Cost comparison studies also should be made before deciding to rely
upon a commercial source when terms of contracts will cause the Gov?r?m?nt
to finance directly or indirectly more than $50,000 for cost of fac111t1es.
and equipment to be constructed to Government specifications. Cost compérl—
son studies should also be made in other cases if there is reason to believe
that savings can be realized by the Government providing for its own needs.
Such studies will not be made, however, if in-house provision of the.product
or service, or commercial procurement thereof, is clearly justified in
accordance with other provisions of this Circular.

The determination as to whether to purchase or to lease equipment or
to construct buildings or acquire their use under lease-construction arrange-
ments involves a determination of the difference in costs under the alterna-
tives, and the principles set forth in this Circular should be applied to
the extent relevant in making such determinations.

a., Costs of obtaining products or services from commercial sources
should include amounts paid directly to suppliers, transportation charges,
and expenses of preparing bid invitations, evaluating bids, and negotiating,
awarding, and managing contracts. Costs of materials furnished by the
Government to contractors, appropriate charges for Government-owned equip-
ment and facilities wused by contractors and costs due to incentive or
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premium provisions in contracts also should be included. If discontinuance
of a Government commercial or industrial activity will cause a facility
being retained by the Government for mobilization or other reasons to be
placed in a standby status, the costs of preparing and maintaining the
facility as standby also should be included. Similarly, if such a discon-
tinuance is expected to result in premature retirement of Govermment
employees which will cause a significant increase in retirement costs to
the Government, such increased cost should be added to the cost of pro-
curement from commercial sources. Costs of obtaining products or services
from commercial sources should be documented and organized for comparison
with costs of obtaining the product or service from a Governmment activity.

b. For purposes of economy and simplicity in making cost comparison
studies, generally agreed costs that would tend to be the same under either
alternative need not be measured and included (for example, bid and award
costs and operating costs under lease-purchase alternatives).

c. Costs of obtaining products or services from Govermment activities
should include all costs which would be incurred if a product or service
were provided by the Government and which would not be incurred if the
product or service were obtained from a commercial source. The objectives
should be to compute, as realistically as possible, the incremental or
additional cost that would be incurred by the Government under the alterna-
tives under consideration. In making such determinations it is important
that recognition be given to the full amount of additional or incremental
direct and indirect cost to be incurred in providing the products or
services required. Under this general principle, the following costs
should be included, considering the circumstances of each case:

(1) Personal services and benefits. Include costs of all elements
of compensation and allowances for both military and civilian personnel,
including the full cost to the Government of retirement systems, calculated
on a normal cost basis, Social Security taxes where applicable, employees!
insurance, health, and medical plans, (including services available from
Government military or civilian medical facilities), living allowances,
uniforms, leave, termination and separation allowances, travel and moving
expenses, and claims paid through the Bureau of Employees! Compensation.

(2) Materials, supplies, and utilities services. Include costs
of supplies and materials used in providing a product or service and costs
of transportation, storage, handling, custody, and protection of property,
and costs of electric power, gas, water, and communications services.

X (3) Maintenance and repair. Include costs of maintaining and
repairing structures and equipment which are used in providing a product
or service,
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(4) Damage or loss of property. Include costs of uninsured .
losses due to fire or other hazard, costs of insurance premiums and costs
of settling loss and damage claims.

(5) Federal taxes. Include income and other Federal tax revenues
(except Social Security taxes) received from corporations or other business
entities (but not from individual stockholders) if a product or service is
obtained through commercial channels. Estimates of corporate incomes for
these purposes should be based upon the earnings experience of the industry,
if available, but if such data are not available, The Quarterly Financial
Report of Manufacturing Corporations, published by the Federal Trade Com-
mission and the Securities and Exchange Commission may be consulted. Assist-
ance of the appropriate Government regulatory agencies may be obtained in
estimating taxes for regulated industries.

(6) Depreciation. Compute depreciation as a cost for any new or
additional facilities or equipment which will be required if a Govermment
activity is started or continued., Depreciation will not be allocated for
facilities and equipment acquired by the Government before the cost compari-
son study is started. However, if reliance upon a commercial source will
cause Government -owned equipment or facilities to become available for
other Federal use or for disposal as surplus, the cost comparison analysis
should include as a cost of the Govermment activity, an appropriate amount
based upon the estimated current market value of such equipment or facili-
ties. The Internal Revenue Service publication, Depreciation Guidelines
and Rules may be used in computing depreciation, However, rates contained .
in this publication are maximums to be used only for reference purposes
and only when more specific depreciation data are not available. Accelera-
ted depreciation rates permitted in some instances by the Internal Revenue
Service will not be used. In computing the depreciation cost of new or
additional facilities or equipment to be acquired if a Govermment activity
is started or continued and in determining comparative costs under lease-
purchase alternatives, appropriate recognition should be given to estimated
residual or salvage values of the facilities or equipment.

(7) Interest. Compute interest for any new or additional capital
to be invested based upon the average rate of yield for long-term Treasury
bonds as shown in the current monthly Treasury Bulletin, The method of com~
putation should provide for reduction in the capital investment to which
interest is applied over the useful life of the asset on a straight-line
basis.

(8) Indirect costs. Include any additional indirect costs in-
curred resulting from a Govermment activity for such activities as manage-
ment and supervision, budgeting, accounting, personnel, legal and other
applicable services,
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. 7. Administering the policy.

a. Inventory. Each agency will compile and maintain an inventory of
its commercial or industrial activities having an annual output of products
or services costing $50,000 or more or a capital investment of $25,000 or
more. In addition to such general descriptive information as may be ap-
propriate, the inventory should include for each activity the amount of
the Government!s capital investment, the amount paid annually for the
products or services involved, and the basis upon which the activity is
being continued under the provisions of this Circular. The general de-
scriptive information needed for identifying each activity should have
been included in the inventory by June 30, 1966, Other information needed
to complete the inventory should be added as reviews required in paragraphs
7.b. and c. are completed.

b. "New starts."

(1) A "new start" should not be initiated until possibilities of
obtaining the product or service from commercial sources have been explored
and not until it is approved by the agency head or by an assistant secretary
or official of equivalent rank on the basis of factual justification for
establishing the activity under the provisions of this Circular.

(2) 1If statutory authority and funds for construction are required
before a '"new start" can be initiated, the actions to be taken under this
Circular should be completed before the agencyt!s budget request is submitted
to the Bureau of the Budget. Instructions concerning data to be submitted
in support of such budget requests will be included in annual revisions of
Bureau of the Budget Circular No. A-1l.

(3) A "new start" should not be proposed for reasons involving
comparative costs unless savings are sufficient to outweigh uncertainties
and risks of unanticipated losses involved in Government activities.

The amount of savings required as justification for a '"new
start" will vary depending on individual circumstances. Substantial
savings should be required as justification if a large new or additional
capital investment is involved or if there are possibilities of early ob-
solescence or uncertainties regarding maintenance and production costs,
prices and future Govermment requirements. Justification may be based on
smaller anticipated savings if little or no capital investment is involved,
if chances for obsolescence are minimal, and if reliable information is
available concerning production costs, commercial prices and Government
requirements. While no precise standard is prescribed in view of these
varying circumstances a ''new start" ordinarily should not be approved
unless costs of a Government activity will be at least 10 percent less than
costs of obtaining the product or service from commercial sources. It is
emphasized that 10 percent is not intended to be a fixed figure.

A decision to reject a proposed 'mew start!" for comparative
cost reasons should be reconsidered if actual bids or proposals indicate
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(4) When a "new start" begins to operate it should be included
in an agency!s inventory of commercial and industrial activities.

that commercial prices will be higher than were estimated in the cost
comparison study.

Ce Existing Government activities.

(1) A systematic review of existing commercial or industrial
activities (including previously approved 'mew starts" which have been in
operation for at least 18 months) should be maintained in each agency under
the direction of the agency head or the person designated by him as provided
in paragraph 8. The agency head or his designee may exempt designated
activities if he decides that such reviews are not warranted in specific
instances. Activities not so exempted should be reviewed at least once
before June 30, 1968. More frequent reviews of selected activities should
be scheduled as deemed advisable, Activities remaining in the inventory
after June 30, 1968, should be scheduled for at least one additional follow-
up review during each three-year period but this requirement may be waived
by the agency head or his designee if he concludes that such further review
is not warranted,

(2) Reviews should be organized in such a manner as to ascertain
whether continued operation of Government commercial activities is in
accordance with the provisions of this Circular. Reviews should include
information concerning availability from commercial sources of products or
services involved and feasibility of using commercia
existing Government activities.

1 sources in lieu of

(3) An activity should be continued for reasons of comparative
costs only if a comparative cost analysis indicates that savings resulting
from continuation of the activity are at least sufficient to outweigh the
disadvantages of Government commercial and industrial activities. No
specific standard or guideline is prescribed for deciding whether savings
are sufficient to justify continuation of an existing Government commercial
activity and each activity should be evaluated on the basis of the appli-
cable circumstances.

(4) A report of each review should be prepared. A decision to
continue an activity should be approved by an assistant secretary or
official of equivalent rank and the basis for the decision should appear in
the inventory record for the activity. Activities not so approved should
be discontinued. Reasonable adjustments in the timing of such actions may
be made, however, in order to alleviate economic dislocations and personal
hardships to affected career personnel,

8., Implementation, Each agency is responsible for making the provisions
of this Circular effective by issuing appropriate implementing instructions
and by providing adequate management support and procedures for review and ‘

followup to assure that the instructions are placed in effect. A copy of
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the implementing instructions issued by each agency will be furnished to
the Bureau of the Budget.

If overall responsibility for these actions is delegated by the agency
head, it should be assigned to a senior official reporting directly to the
agency head.

If legislation is needed in order to carry out the purposes of this
Circular, agencies should prepare necessary legislative proposals for re=
view in accordance with Bureau of the Budget Circular No. A-19.

9. Effective date. This Circular is effective on October 2, 1967,

PHILLIP S, HUGHES
Acting Director
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I SUMMARY OF CHANGES IN BUREAU OF THE BUDGET CIRCULAR NO. A-76
AS REVISED AUGUST 1967

Paragraph 3 - Definitions

3.a. The definition for a '"new start" has been split as between (a) a
newly established Government commercial or industrial activity and (b)

a reactivation, expansion, modernization, or replacement of an activity.
These separate definitions have been provided so that different dollar
limitations on capital investment and annual cost of production may be
applied. There is no change in the dollar limitations applicable to newly
established Government commercial or industrial activities. But the dollar
limitations have been doubled for the category of '"new starts" that are a
reactivation, expansion, modernization, or replacement of an activity.

The change is necessary in order to avoid applying the '"new start" pro-
cedures to routine adjustments for handling existing workload. For example,
the replacement of a single machine tool at a shipyard may easily add
capital cost of more than $25,000, or the addition of only 10 employees at
relatively low grades would add more than $50,000 per year to production
cost. This type of change occurs several times a year at a large facility
and, under the terms of the earlier Circular A-76, each such change would
have to be treated as a '"mew start" with a detailed cost study and a

. special approval,

3.b. The definition of a Government commercial or industrial activity
has been clarified. The earlier Circular, by definition, excluded a
Government-owued-contractor-operated activity but the wording was not
entirely clear. The change made clarifies the fact that a Government-
owned-contractor-operated activity is not to be regarded as a Government
commercial or industrial activity for purposes of the Circular.

Paragraph 4 - Scope

4.c. The words "professional staff!" that were contained in the earlier
Circular have been eliminated. Paragraph 4.c. is intended to exempt various
kinds of staff advisory services which are so intimately related to the
processes of top management and control of Government programs that the
general provisions of A-76 favoring reliance upon commercial sources should
not be applicable. The term professional staff" was so broad that it could
be interpreted to apply to a large variety of services which are commercially
available and which are not necessarily related intimately to top management
and control of Government programs. The change will clarify the meaning of
this suBparagraph.,

Paragraph 6 - Cost comparisons

A change is made in the third unnumbered paragraph to make clear that if
there is reason to believe savings can be realized by the Govermnment pro-
viding for its own needs, cost comparison studies should be made before
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deciding to rely upon a commercial source. However, the changed wording
also makes it clear that cost studies will not be required if in-house
provision of the product or service, or commercial procurement thereof,
is clearly justified in accordance with other provisions of the Circular.

A new unnumbered paragraph has been added to provide guidelines for apply-
ing provisions of the Circular to purchase vs lease of equipment, and to
construction of buildings vs acquisition under lease-construction arrange-
ments. The paragraph requires a determination of the difference in costs
under the alternatives, and application of the principles set forth in
the Circular in making judgments in these areas.

6.a. A sentence has been added providing that if discontinuance of a
Government commercial or industrial activity will result in premature re-
tirement of Government employees, and will cause a significant increase
in retirement costs to the Government, such increased costs should be

added to the cost of procurement from commercial sources.

6.b. This is a new subparagraph. It provides that costs which would tend
to be the same for both Goverrnment and industry need not be measured and
included in comparative cost analyses (for example, bid and award costs

and operating costs under lease-purchase alternatives). The change is made
in the interest of economy and simplicity in making cost comparisons.

6.c. (Paragraph 6.b. in the earlier Circular). A sentence has been added
to clarify the fact that the incremental method of costing is to be em-
ployed and to emphasize the importance of a realistic recognition of all
such additional or incremental costs.

6.c.(1). (Paragraph 6.b.(l) in the earlier Circular). Some additional
wording has been added to clarify, in connection with personal services
and benefits, that the full cost to the Government of retirement systems
should be included.

6.c.(6). (Paragraph 6.b.(6) in the earlier Circular). A sentence has ?een
added to make clear that appropriate recognition should be given to esti-
mated residual or salvage value of facilities or equipment in computing
depreciation.

6.c.(7). (Paragraph 6.b.(7) in the earlier Circular). This paragraph has
been rewritten to provide that the computation of interest for any new or
additional capital to be invested will be based upon the average rate of
yield for long-term Treasury bonds as shown in the current monthly

Treasury Bulletin. Also, the method of computation suggested would provide
for reduction in the capital investment to which interest is applied as the
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.asset is depreciated. The purpose of the change is to clarify the rate
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and source of interest to be charged and to provide guidance as to the
principal to which it is to be applied. The suggested rate is a readily
available measure of the current cost of money to the Government and the
provision for reducing the balance to which interest is applied is con-
sidered reasonable because the interest cost should not go on indefinitely.

6.c.(8). (Paragraph 6.b.(8) in the earlier Circular). A change in word-
ing has been made to clarify that Govermment costs should include any
additional indirect costs incurred for such activities as management and
supervision, budgeting, accounting, personnel, legal and other applicable
services.

Paragraph 7 - Administering the policy

7.b.(3). 1In the past there has been some misunderstanding about the cost
differential in favor of private enterprise due to uncertainties relating
to Government production costs, equipment obsolescence, and other factors,
including the amount of capital investment involved. A sentence has been
added to clarify the fact that the ten percent cost differential in favor
of private enterprise, mentioned in this subparagraph, is not intended to
be a fixed figure. The differential may be more or less than ten percent,
depending upon the circumstances in each individual case.

Paragraph 8 - Implementation

A sentence has been added requiring agencies to furnish the Bureau of the
Budget with a copy of their implementing instructions.
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EXECUTIVE CFFICE OF THE PRESIDENT
OCFFICE OF TELECOMMUNICATIONS POLICY
WASHINGTON, D.C. 20504

October 12, 1973 OTP CIRCULAR NO. 12
0 THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS

SUBJECT: Government Communications Planning Program.

1. Puz?qjc. This Circular sets forth policies and establishes
procedures for a coordinated Government planning program for
telecommunications systems and services required by Government

agencies in the conduct of their activities.

2. Objective. ' The objectives of the coordinated Government
planning program established by this Circular are:

o To promote more effective use of communications

technology, resources, and services by
Government agencies;

o To-permit better evaluation of existing and |,
planned’ communications systems;

© To help achieve the optimum dog“c of coordination,
compatibility, and resource sharing in Federal
communications programs; and,

o) "_i‘o pro]no‘t(.l econom:\[ in t}lﬁ! GOVO]_‘HTI‘-.Ont'S SE Of
comnmunications.

3. Approach. The communications services used by the Govern-

nent can be divided 1nuo two genexal classes.

One is the class of services which are widely used and ccmmon
to many agencies, where the efficiency or cost- —~effectiveness

of the service is a paramount consideration. These services
are most economically provided on a common user basis. The

General Scrvices Administration is responsible for planning
such services.
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The other class of services supports operational functions
in support of particular agency missions, in which cost
considerations must yield to performance or security factors.
These services have some -characteristics in common, but often
cannot be adequately satisfied by general purpose systems
lesigned to provide the most economical bulk services. These
services are most efficiently provided by systems or services
planned by those responsible for the mission.

4. Mission Area Planning. Many communications systems have
unique operational reasons for their existence, but there are
areas in which agencies with similar missions have separate
but similar systems. In each of these areas, a greater
degree of coordinated communications planning ig desirable.

Four broad mission areas have been identified, which reguire
3 .

such treatment:
© National Security

© Transportation .
o Environment

o Law Enforcement.

To achieve the necessary improvements in Governmént~yide

planning in these mission arecas, the following agencies are
designated to take leading and participating roles in cooxdinated
communications planning:

National Security — Lead Agency: Department of Defense
as Exccutive Agent, National Communications System -
Participants: Departments of State, Defense, an
Transportation, Central Intelligence Agency, Gen
Services Administration.
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Lead Agency: Department of
Trdn%WOLLdplOn - Participants: Departments of
Defense and Commerce, National Acronautics and
Space Adminis stration.

EnVJronman - Lead Agency: Department of Cormuerce -
Participants: an13onmcntal Protection Agency
Departments of Defense, Interior and wxanmpolLaLion.

Law Enforcement - Lead Agency: Department of Justice -
Participants: Departments of Treasury and Interior.

ther Executive branch agencies not identified above may be
invited by Lead Agencies to participate as appropriate for
specific purposes.

5. Implementation. Each Mission Area Group will develop an
annual summary plan for its area of responsibility including
appropriate treatment of reou¢rcmpn"', system plans, altexr-
natives, cost, performance, standards, interconnections, and
other relevant aspects. The Gcnpr“l Services Administration
will prepare a comparable plan for general-purpose Government
systems. OTP will provide pertinent planning guidance at

the beginning of cach planning cycle. These summary plans
should cover five years from the date of subnission and should
be transmitted to the Office of Telecommunications Policy,
Executive Office of the President, Washington, D. C. 20504,
no later than August 15th of each year.. OTP will review

these plans.to determine compliance with overall Federa
Government telecommunications policy, including evaluation

of wgethgr an appropriate degree of compatibility and resource
sharing is represented in the plans. The determinations made
by OTP on such plans will be reported to the agencies involved
and to thg ffice of Management and Budget for their consid-
eration with respect to planning, programming, and budcoting,
and to GSA as appropriate for cons JograLlon with respect to
their planning and procurement actions.

O S R L A . .
6. Effective Date. This Circular is effective immediately.

Clay T. Whitehead
Directoxr







EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20504

January 31, 1974

ASSISTANT DIRECTOR

Mr. M. S. Meeker

Commissioner

Automated Data and
Telecommunications Servicies

General Services Administration

Washington, D.C. 20405

Dear Shy:

For some time we have been seeking to establish a more
uniform understanding and implementation in the telecommuni—
cations field of the government's policy of reliance on the
private sector to supply goods and services needed by the
government. In a few days we expect to distribute a proposed
policy on this matter for final comment within the Executive
Branch.

As I mentioned on the telephone last week, it is unclear to

us at present whether the "New Equipment Project" procurement
wvill permit telecommunications service suppliers (e.q.
carriers) to compete to provide the telecommunications services
required. i

An unofficial draft of the RFP which ny staff recently was
able to see leaves us with the impression that a specific
communications network design has been specified by the
government, and that the government intends to buy or lease
switches to implement that design, with circuitry supplied
by carriers. There appears to be no performance regquirement
specified for the Data Communications Network as a whole,
which would make i+ difficult for any private firm to offer
to provide overall service unless he is willing to adopt

the precise government design.

In ‘the past, we have een given to understand thalt the current

RFP for this procurement is not available in Washington. We

have not therefore been able to make any definitive assessment

on these matters. However, in order o clarify this situation

aS S00n as possible, I have asked my staff to work v

through Mike Muntner, to make the best assessment po
a

Wi

s

based on the information availahle, The, principal

-

1._
S
u
we are concerned about are enclosed for your informat




The data communications industry is still relatively small,
but is growing rapidly and can be one of national importance.
It is our hope that the government can make use of this
industry for many of its needs, rather than unneacessarily
building up in-house capabilities to provide data communi-
cations service. The New Equipment Project seems to be a
potential landmark in the Federal Government's response to
new communications needs and technology, and we naturually
hope it will set the most desirable precedents.

sincerely, :

/ ;,,qué-aﬁ i

Chartes C. Joyce, Jr.

Enclosure

e

o -




Who will actually operate and maintain the DCN? - Since
various portions of the DCN are being procured separately,
can any supplisr of service (common carrier) respond
effectively to your planned RFP? Are there not several
planned and/or existing commercial data communications
service offerings which can provide at least the level

of service foreseen by the DCN? ‘

If alternative means of data communications service will
exist during the period of your requirement needs, how
do they compare in cost to the total DCN cost (including
procurenent, design, management, maintenance, etc.)?

Does your proposal require the respondent to use existing
communications switching .software or would he be forced
to develop his own? i

Will the DCN replace the ARS or simply overlay it? Will
any other existing or planned Federal data networks be
integrated into the DCN or be eliminated by it?

Will the DCN be capable of interconneéting with the other
Federal and commercial data communications systems which
will also exist in the same period?

What are the overall DCN performance requirements?

Since GSA currently plans to obtain parts of the network
through different procurement activities, how will
contractor compliance with these parameters be assured?
Since tha DCN user will apparently be limited to 2.4 kbps,
how will higher speed Federal requirements (e.g. computer—
computer) be satisfied? |

JANUARY 31, 1974







OFFICE OF TELECOMMUNICATIONS POLICY

EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20304

March 4, 1974

ASSISTANT DIRECTOR

Mr. M. S. Meeker

Commissioner

Automated Data & Telecommunications
Services

General Services Administration

Washington, D.C. 20405

Dear Shy:

Members of my staff met with Mike Muntner, Bob Seraphin,
and Mike Goldstein of GSA to follow-up on my letter

of January 31, 1974, concerning the New Equipment Project..
Enclosed. is our understanding of the answers.to each of

our questions as provided by your people.

It seems clear from these answers that the only thing
which the communications industry will provide for this
program is transmission circuits between switches. The use
of a switched data communications service provided by a
2y received any serious consideration, and is
precluded by the.way the procurement is structured.

Barlier this week we solicited final agency comments on .
Guidelines for Obtaining Telecommunications Services. Ve
feel that the proposed Circular sets forth sound governmant
policy, and although it is not yet a f£inal document it is
certainly consistent with pPrevious policies and practices
to a great extent. e are, therefore, dismayed to see a
procurement of the importance and magnitude of your Nesw

Equipment Project following such a heavily hardware
oriented course. A

While I appreciate the urgency of the need for improved
services for GSA and the Agriculture Department, I hope
thalt: you will give serious consideration to the possibility
of opening up this procurement so that suppliers of
communications services can compete for that portion of the
program.

Sincerely,

' // [/

Charles C. Joyde,

Enclosure




Question la:

Answer :

‘O

yaestion 1b:

Answer:

Question lc:

Answer:

Question 2a:

Answer:

Question 2b:

Answer:

-

Question 3a:

Answer :

Question 3b:

Answer:

v @

Tho will actually operate and maintain the DCI?
Initial p7 an is a mininum of 1-2 yeaxs facilities
nanagements <Eventually phase over to a total
in-house systcm.

Since various portions of the DCN are bei
procured separately, can any supplier of
(common carrier) respond crreclee]j to your
planned RFP? i

Not with a data communications service offering;
although they could provide services on a

il

subcontract basis.

Are there not several planned and/or existing
commercial data communications service offe*‘ngs
which can provide at least the level of service
foreseen by the DCN?
because we

know

We don't haven't eyaluatéd them.

If alternative means of data communications
ervice will exist during the period of your
reguirement needs, how do they compare in cost’
to the total Dbh co:% (including procurement,

design, maintenance, etc.)?

A dehafled cost analysis was not performed.
Does your proposal require the respondent to use
existing communications switching soiftware or

would he be forced to develop his own?

The software will have to be develqped} but
this is not anticipated to be a major effort.

e
o -
"

Will the DCN replace the ARS or simply overl

Initially overlay, maybe replace later. There is
the question of the termination liability.

Will any other existing or planned Federal data
networks be integrated into the DCN or be
eliminated by it?

Not sure about SSADARS or the ARS. The DCN will
be used to implement the USDA county network.

ENCLOSURE

-




Will the DCN be capable of inteconnecting with
the other Federal and comnarcial data communi-
cations systems which will also exist in the
same period?

Yes -- ARS, AUTODIY, SSADARS, and FTS (on a
dial in and out basis). Others can be inter-
connected with a simple "blaclk box" interface.

requiremant:

Answear: T S Ioxr specific gystem components
: ' assumad that the total
sum of the

Question 5b: Since GSA currently plans to obtain parts of the
hetwork through different procurement activities,
how will contractor compliance with these .
pParameters be assured?

No problem foreseen —-
contract will have no
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“

Arthur F. Sampson -2 April 25, 1974

T4 is allered that GSA is presently followlnz a project
timetable calling for a bidder to e accepted by the

end of this year, yet no autherization or appropriation
nas been forthecoming from Conaress. Conchvu)lx the
program can be under way before another round of congres-—
slonal appropriations hearilngs are qcld in 1975. My
information is that initial funding. is allegedly coning
from your agency's $50 million ADP, or nubOmath Data
Processing, fund. o

Y T calls for . a rental computer network,
wnich many in Conzress nelieve to be a far more costly
aporoach than a sysvenm ﬁurchased by tiie government. In
this manner, GSA will be renting hardware but will not
utilize experienced outside talcnu to operate it.

By its very conceotual size, the plan guarantees that only
the very. largest contractors will be able to fulfill the
requlrcmento, in turn gucranteeing a huge system. It
woulad appear that not only would smaller contractors
automatically be excluded from uaruicipation, but govern-
ment would have no option but to create the largest
prossible system

This brings me to the most ominocus andi guestionanle as-—
pect of this eq:e~VO”~~uVln0 other Federal agency comhi-
puters into the propocsed netiwork. I am informed that

GSA 1is allegedly holul.u privatc discussions with other
Pederal agencies, including the Veterans Administration,
with a view to their pantlcipat*on. Are such digszcussion 347
in fact underway, ané if so, with wnat Federal agencies?
It has been claimed that with such a sysbtem, a goveornment
agency could initiate a oushbutton search lnto all aspects
of the private lives of Ameriesns who have interacted

with participating Federal agencies in s me_ form or other.
Experts tell me that ccoperation between various Peda2ral
erencies would allow assembly of dossiers on any indivicdual.
or institution interacting with the Federal governmaent,
and that as other Iederal agencics join in COOV»rnvlon

-

with and access to such a networik linking movernment cori-

puters, invaslions of privacy and potential for abucz grows.
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OFFICE OF TELECOMMUNICATIONS POLICY
EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20504

DIRECTOR

v

Honorable Arthur F. Sampson
Administrator

General Sszsrvices Administration
Washington, D.C. 20405

Dear Mr. Sampson:

I am quite’ concerned over the aoproach GSA is taking to
obtain data processing and communications networix services.
Instead of obtaining the necessary services directly from
the private sector, GSA has chosen instead to precure and
operate a large amount .of data processing and communications
hardware itself. '

Procurement of service rather than hardware. allows the gover1~'
ent to take maximum advantage of continuing improvements in
technoTOgy while at the same time remaining sensitive to
changes in user demands. New commercial offerimos are
constantly arls1ng which offer an ever widening ange of
features to satisfy a great variety of user neesds. Since it
is the policy of the Federal Government to encourage the
levaLe sector in continuing to offer new and innovative
COﬂnuﬂwcacvons services on a fully compe titive kzsis, tha

possible to meet its own internal neeads.
The cost of commercial data communications. servicas has
been declining at an annual ratc of over 10% during the past

few years. Even at today's rates, ealea1°1t commercial s
sexrvices would cost about half as nuch as the prcovosad GSA
data communications network.

It is my view that present GSA plans for an in-ix

governmant designed and operated data network
should be terminated and at least the portion
of the present solicitation should be reorientedi towaxr
procurement of commercial services. Further sericus con-
sideration should also be given to the advantages cf gbtaining

the data processing service on a similar basis.

Moreover, a government-owned network of computs
large capacity and with such widespread remote
important questions about privacy: For exampl




PP

R

.

access be controlled through use of the communicatibns links,
and what incentives will there be to £ill the computers with
unnecessary data on individuals and firms?

Please let me know what action you plan to take on this
matter. Because the request for bids has already been
released prompt action is’ necessary.
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< . OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

Honorable Arthur F. Sampson
.fw*nlm.;tra*or

General Services Administration
Washington, D. C. 20405

9
o

This is in regard to your April 2, 1974, letter concerning GSA's
p"oposed acquisiticn of ADP and telecommunications equipment.
We have carefully reviewed the extensive volume of material

supplied by GSA znd have d scussed the matter with representatives
of the Department of Ag tha and the Office of Telecommunications
Policy. '

We have concluded that your pending Request for Proposal (RFP
CDPA T4-14) to acquire nine computer sites and a data communica-
ticns network should be withdrawn. The proposed data commuaica-
tions network is not responsive to the Department of Agriculture
requirements. Moreover, the pending procurement is inconsistent
with guidance of the Office of Telecommunications Policy which has
caelled for termination of the proposal,

!

There is no economic advantage to the proposed acquisition of the
initial GSA site. More importa ntly, there are a2 number of viable
alternztives which would satis-:y GSA's internal processing require-
ments. These include: Reutilization of Agriculture's IBM 370-163
computer which will be replaced by the new equipment now being
procured, use of excess USDA capacity which will be available at
the new sites, purchase of a smaller computer for GSA for use
along with commercial ADP services.

Vith regard to the three optional GSA sites, there is no identifiable
workload associated with these machines nor is there an assurance
that this particular configuration will satisfy future needs. In

addition, considering the '"single nrime contractor!’ approach of the

RFP, the relative inflexibility of the data communications




2

requirements, and the potentially limited competition, the solicitation
for these three options is not without inherent cost to the Government.
Finally, the proposed acquisition of ADP and telecommunications
capability for unspecified uses poses a serious potential threat to: the
right of privacy at a time when this issue is under intense review by
the Executiye Branch and the Congress.

In view of the above considerations, GSA should take the following
actions:

1. Immediately withdraw the Request for Proposal (RFP).

2. Reissue a new RFP limited to four firm and two optional
sites (one for USDA and one for GSA), The GSA option should
only be exercised after a thorough review of available alterna-
tives and the necessary budget approval has been obtained.

3. The communication requirements should be acquired
separately in accordance with OTP guidance and should be
restated in 2 manner acceptable to the users. ' ‘

Any procurement of ADP and telecommunications equipment or
services with funds available to GSA may be obligated only in accord-
ance with guidance contained in this letter.

Sincerely,
!

Roy L. Ash
Director
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UNITED STATES OF AMERICA
GENERAL SERVICES ADMINISTRATION

WASHINGTON, DC 20405

Honorable Clay T. Whitehead
Director

Office of Telecommunications Policy
Washington, D, C, 20504

Dear Dr. Whitehead:

This is in reply to your letter of April 30, 1974, concerning the
joint GSA /USDA computer and data communications procurement,

While we believe in the economies that are inherent in the RFP as
currently specified as well as the greater reliability that would result
from the prime contractor concept, we are making the following
amendments to the RFP:

(1) The data communications network will be deleted
from the solicitation and procured separately

(2) Three of the four optional sites will be deleted
from the RFP and the GSA site will be made optional.

We believe that these changes will alleviate the concerns expressed
by the Office of Management and Budget and are in compliance with
the referenced OTP direction. However as the data communica-
tions support will now be acquired separately and is planned to be
fully competed to all segments of the market, further evaluation
will be necessary to determine how it should be procured in light
of valid present concerns relative to the privacy of data systems.

If you have any further questions, please let us know.

Since?(@}y,
(7
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OTP ACHIEVEMENTS

Mr. Warrerean. The main points I would like to highlight, Mr.
Chairman, are that OTP after 3 years of existence has begun to con-
solidate its directions and its activities and its management.

The work which this subcommittee and your counterpart in the
House of Representatives did on consolidating the budgets for OTP
and its support program in the Department of Commerce was, T think,
very constructive. I would like to say that I do not believe this re-
solves all of the management questions that the Congress has had about

lars) this endeavor. It certainly doesn’t resolve all of the questions 1 have in

074 est. 1975 sab. 3 my mind. I welcome working with this subcommittee over the next
e year to sce whether additional improvements can be made to clarify

' just how this prog=am is working in toto.
................. In the Jast year, OTP has achieved a number of substantive accom-
----------------- plishments in the area of communications, There were times when I

""""""""" was testifying here last year when I thought people thought we were
.................. : engaged in nothing but television network regulation.

I kept saying we were involved in a lot of other things, and T am
very happy to say that during the past year many of those things have
come to fruition. For example, in the domestic satellite area, one-in
which OTP played a major role, the first satellite for U.S. domestic
service has now been launched. The FCC has adopted, in large meas-
ure, our recommendations relating to the increase in available fre-
quencies for two-way mobile communications for small businesses and
private users. Qur efforts to make available new frequencies for emer-
gency medical communications that could lead to savings of thousands
of lives have been successful, and we have made substantial improve-
ments in the area of disaster communications. All of these accomplish-

! ments have been very constructive, and I am very proud that the peo-

: ple in OTP and the other Government agencies involved have been

able to bring them to fruition. ;

' I would also like to point with some pride to the President’s Domes-
tic Council Committee on the Right of Privacy. As you know, one of
OTP’s important responsibilities has been the privacy aspects of com-
puter and communications operations which are growing so rapidly in
the Government and in the private sector.

_OTP proposed this initiative to the President for his State of the
Union message and the Domestic Council Committee is now busily at
work with OTP providing substantial monetary and stafl support.

At this point T would be pleased to answer any questions that you or
the other members of the subcommittee have, Mr. Chairman.

——— CENTRALIZED GOVERNMENT DATA COLLECTION *

Senator MoxToya. Have you initiated studies about telecommuni-
cations within the Government and assembling of data under a cen-
tralized data collecting system in the Government.? What can you tell
me as to the propriety of assembling this data under those conditions
and what can you tell me with respect to the feelings of the adminis-
tration with respect to same?

Mr., Wirnreneap. Our authority for collecting this data derives from
our directive in the Executive order assigning responsibilities to QL'P,

- e e L
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to which T alluded in my opening statement. That is to say, we have
responsibility within the executive branch for those policy mutters re-
lated to the joint use of computers and communications.

So much of the opportunity for abuse of privacy in the growth of
computerized data banks arises from the possibility of easy access, not
only at the point of the computer, but anywhere around the country
through communications lines, to whatever is in these computers. The
opportunity also arises for very easy exchange of information between
computer data banks located in various parts of the country.

In fulfillment of our responsibilities for recommending policies to
deal with this problem our first step naturally was to find out what is
now going on with respect to linking together all of these data banks
by means of communications.

We found that we didn’t know. We found that nobody does. None of
this information had ever been pulled together in one place.

We further found in working with the Domestic Council Committee
on the Right of Privacy that there was no procedure within the Gov-
ernment to review the privacy aspects of these kinds of systems. So
working partly under our own authority and partly under the charter

of the Domestic Council Committee on the Right of Privacy, of which

I am a member, we have undertaken this review that T mentioned.

It is important that the Government know how much data it is col-
lecting on its citizens, where that data resides. who has access, what are
the criteria for protecting privacy and the like. Without that kind of
information, we simply are ill prepared to adopt the kind of policies
we are going to need to protect privacy.

Senatcr Moxrtova. What assurance can you give this committee that
during your existence you can conduct meaningful surveillance over
any attempts to collect this data and bank it and thus invade the right
of privacy?

Mr. Wirrrerean. OTP has no direct access to any of these communi-
cations systems. We are not an operator of communications systems. It
is our job to look at what the various agencies are doing with their
communications and to recommend policies therefor.

GSA FEDNET PROPOSAL

Senator Moxrtova. Are you acquainted with the attempt by GSA to
create a Fednet system ? \
- Mr. Wrareneap. T am eminently familiar with that.
Senator Montoya. Have you made a study of it ?
Mr. Wirremneap. Yes, We made a very thorough study of it.
Senator MoxTova. At whose request did you make it ?

Mr. Werteneap. We made it under our own auspices. We have a.

program, -Mr. Chairman. for reviewing the planning for communica-
tions systems for all Government agencies. T went into that in brief in
my statement which I introduced for the record.

Senator MoxTova. What do vou estimate the cost of this system to
be as it is presently contemplated ?

Mr. Warrereap. As T understand it. the system is no longer pres-
ently contemplated. We objected to the system on the garounds of cost,
system design, and privacy considerations. GSA has withdrawn its
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plans for proceeding. However, the cost, as best we could pin it down
at the time it was plauned in all its glory, wag approximately $100
million.

Senator Moxtoya. What money was going to be used for this
purpose ?

Mr. WinTeneap. It would have been financed principally out of
GSA funds, although in providing services to other agencies they
were planning to bill those agencies for those services.

Senator MoxToya. Is that why the cost of GSA rent has'gone up?

Mr. Wartenean. I don’t know.

Senator MoxToya, It is certainly higher than what these agencies
were paying in the private sector now that GSA has taken it over.

Mr. Wurrenesp. That is quite right. Tn fact, one of our reasons for
objecting was that the price of obtaining similar services from the
private sector seemed to be much lower. Also, obtaining these services
from the private sector would ~ Fer the Government the opportunity to
take advantage of more Innovative, new technologies.

GSA WITHDRAWAL OF FEDNET

8011£1t"01‘ _I\IONTOY;}. What assurances can you give this committee
that GSA is not going to do this out of its administrative appropria-
tion and out of its revolving fund ?

Mr. Warreneap, GSA. has written to me and to the Director of the
Office of Manngemem and Budget giving assurances that they have
withdrawn thgn_- plans and will work with us preparing any future
plans for providing any services of this type.

%enat(;r Moxrova. What gave genesis to this plan initially ?

Mr. Wirreneap. T am not sure that, T have fully ascertained that,
Mr. Chairman. '

Eenat(r)r Moxroya. Didn’t you investigate it ?

.\(f}: \]\[ HI’I‘E]IIEAI). We did. GSA said that some agencies, particularly
-;'blﬁu_ u.ml’. 1ad a need for‘aui_omﬂtlc data processing support, that
(l\oos"]r Invoive some communication. I think GSA went from there to

S ( o rafa P v 3 3
fesign 2 system that w ould be available and applicable to a broader
range of Government agencies,

Senator Moxtova. I will inser
your letter to Mr. S
plan for a Fednet.
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ASSURANCES FROM GSA

Senator MonToya. I want to commend you for being so expressive
about this and being so concerned about possible invasion of privacy
of individuals.

When did you receive assurances from GSA that they would not go
through with this?

My, Wirrrenean. I do not recall the exact date of that correspond-
ence, Mr. Chairman. It has been within the past few weeks. .

I would like to emphasize, Mr. Chairman. that we work very closely
with GSA through our procedures for coordinating Government com-
munications systems planning. We shall continue to work with them
and keep apprised of their progress on all of their communications.
Their communications’ plans will be submitted to us this summer, and
we will be able to monitor the situation on a continuing basis. I can
assure you of that. "

GSA LETTER TO REPRESENTATIVE MOSS

Senator Moxrova. I have a letter here which I will submit for the
record, dated May 24, 1974, by the Honorable John E. Moss, House
of Representatives, and I will read from that letter. This is by GSA
to him. I quote: ' '

A review has been made of this project in light of concerns raised in several

(lll‘i‘il‘t(‘.rf\_‘, ‘.'md the following changes are being made in the requests for proposal:

(1), The data communications network will be deleted from the solicitation
and procured separately.

(2), "hree of the four optional sites called for in the original solicitation will
be deleted from the RFP and GSA’s firm site be made optional.”

Doesn’t that indicate that GSA has not abandoned this proposal ?

Mr.‘W HITEHEAD. Mr. Chairman, they have clearly abandoned the
grandiose proposal that they originally made. GSA does have a re-

.sponsibility for providing data communications’ support to Govern-

ment, agfgncies that need it. They have the responsibility for providing
automatic data processing support to these agencies.

The way I read what they have done. they have withdrawn their

plans for FEDNET; they are now proposin‘g. in a more responsible
way, to acquire the needed communications and the needed automatic
data processing support on an incremental, step-by-step basis.
Senator MoxToya. Tsn’t that leading toward the same objective?
. Mr. Winreazap. It is leading toward the same objective of provid-
Ing communications and data processing service, but it will not pro-
vide them one gigantic, interconnected system that lends itself to the
kind of privacy abuse that we are talking about.

[The letter follows:] 5
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save been fully responsive to any inguirics received fro:
12 J F Y
congressional committess.

I would like zlae to clarify the misunderstznding yoa have of the

testimony before the Houvse Fppr priaticns O committee henrlngs

[s]
of May 14, 1974. At that timue I indicated thul we procure computexs
i &

zo a part of our daily mission and gusstionoed whether the Cormmmitiee
‘wrished o review our procuremsnt sctivifics on such a repsiitive
basis. Adter clarificution, I did state that we would provids the
plang for this projact s roquested. We e now in the proceas of
doing 050.

I have advised Chairman Moorhend that GS4 will be glad o work
with the House Government Operstions Comrni and provide our
full technical, meanagement, ¢~ 1 procurcraest expertise in tho
dovelopment .of any nscessary legislation o further safeguurd the
privacy of personal and organisaticnal {inforrastion. In addifion
he has been informed.that we sre hopaful thot Congress will oet
on related legislation prior to the end of this sezalon. Should

10 legislation be enacted, we would plan on mecting with the
approprlate comemitiees of Congress prior to soliciting for the
data comumunicationa network

File

Sinceraly,

Arthur F. Sempson
Administrator
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PRIVACY SAFEGUARDS IN COMPUTERIZED DATA COLLECTION

Senator MoxTova. What is the difference as long as the data is
there present and through compute rization it can be disseminated upon
inquiry by some other Government agency 9 What is the difference?

Mr. Wrrrrereap, That is precisely the point. By doing it incremen-
tally, by acquiring it in steps, GSA, OTP, and, indeed, the Congress
have the opportunity to examine the interface between those various
parts and make sure that adequate safegnards are built in, to make
sure that there is no potential for abuse.

I want to emphasize, Mr. Chairman, that simply because GSA
withdrew its plans for FEDNET does not mean that the problem is
solved. OTP and OMB and the Congress are going to have to continue
to watch this, together with GSA.

NEED FOR DATA COMMUNICATION

Senator Moxrtoya. Why should we watch it and why don’t we just
not let it get started ?

Mr., WaITEHEAD. Because, Mr, Chairman, in this complex Govern-
ment of ours, our agencies do have a need for data communication. The
Agriculture Department, for instance, has very important responsi-
bilities for maintaining information on crops and on international
trade and so forth.

_ They need to process that information very quickly and disseminate
it very quickly around the country to the people who need it. They
can do it much more effectively and inexpensively with automatic data
processing.

~ Senator Moxtoya. Why don’t we confine it to economic statistics
if that is what you are primarily interested in and have a bar with
respect to individuals and to the collection of data about individuals?

Mr. Warrenzap. 1 think that can be done to a very large extent.

Senator MoxTora. What do you recommend ?

_ Mr. Warreneap, I recommend something exactly like that. How-
“ ever, there is a point at which you begin to get into the area of responsi-
bility of the mission ageney who has the responsibility for carrying
out these things, for example, the Department of Agriculture.

All we can do in the communications field is to make sure that the
(}nm_comml.mic.ft'r,ions capability that the agencies are using and asking
for 1s economical, that it is needed, and that there is built into the
communications system adequate provision for such privacy safe-
guards as the agency wants to endorse,

|5 fhe Department of Agriculture or any other agency decides, and
_t}\.o_(_ongn*.ss concurs, that thev are going to collect information on
individuals and store it in their computers, we as communicators and
data processors cannot really control that. '
v‘“]‘-ijl-:u\l‘(’f t()}‘;\;lf r?}::ch sure that there is no inadvertent invasion of pri-

aCy hat the communications systems are designed to faci’itate
the protection of privacy. 1 e
_ Senator Moxroya. Who is going to take the lead on this to make
sure t:mi,vﬂmt doesn’t happen ¢

Mr. Wrrreszap. OTP clearly has the responsibility.
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ADEQUACY OF TOP STAFT
Senator MoxToYA. | [ow many people do you have? J

Mr. Winrrennap. At the present time we are authorized 52 people.

Genator Moxroya. Can you do it with 52 people? .

Mr. Wirreneap. We do it only with our support from the Commerce
Department, which adds a substantial number of people and through
the cooperation of the other Government agencies.

Senator Moxrtoya. How are you gomng to keep some Go_vommont
agency from pushing that button and getting this in formation out of
the central computer? i .

My, Wiireneap, We can do that in only one way. We can malke
sure the unauthorized buttons are not. there, and we can make sure
that when a communications system like this is installed the people in
control of it have designed it in such a way as to insure that unauthor-
ized people do not have access to the buttons that are there.

CONTROLLING DATA COLLECTION

" Senator MoxTova. Are you, in effect. saying that it ig all right to”
collect this data, but it is not all right to disseminateit?

Mr. Wirrereap. Noj I am hot saving that at all. T believe, as the
President has stated. that the Government s collecting far too much
data on individuals and that we need to assess just what all of this data
is and whether it is really necessary to accumulate it. ¥

Once the data is collected Mr. Chairman, it becomes Very difficult to

. control it. If you want to protect privacy, you have to control the col-

lection of data.

Qenator MoxTova. That is correct. We are very concerned that the
FBT has so much data on individuals and we are going to do some-
thing about it in the Congress because I think it is unfair for any
agency of the Government. including the TRI. to go around talking
to neighbors, and enemies of people. and putting it in permanent form
and filing it away in the archives of the FBI. -

This could happen with respect to any collection by GSA or any
other Government acencies and feeding it into the GSA central data
system. ) ‘

Mr. Wirrrermeap, That is vight. T recently talked with Attorney
(veneral Saxbe about problem of the BT and computerization and
'_'mnmnnivmimls access to these very sensitive data files. We are work-
ing very closely with them to control the privacy aspects of this mat-
tor, Flowever, when it comes to the question of what they can Jawfully

ollect, as you are discussing, that is something that is in the province
of the Congress, and T commend you in vour efforts. T think it s ab-
solutely erucial. ' ’

Senator MoxTtoya. Is it possible that if GSA is barred from this that
another agency might do the same thing?

Mr. Winrriean. As T mentioned, the impossibility of doing busi-
ness these davs without computers and communications means that, if
we barred GSA from providing these services each agency would sim-
bly be forced to o out to the private sector and procure computers
and communications themselves to do their business.
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e square feet  bursement to GSA
15,415 $94, 352
9, 140 61,693
24,555 156, 050

Npte: As best wi i i 3 m . m
o est we can delermine, these charges are comparable to commercial charges for similar space.
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On page 12 T stated that discussions concerning the New Equipment Project
were held with the Department of Treasury, Bureau of Customs, p_ers_onnel. Als_o,
I stated that they were advised of the potential use in the future if it met the_lr
requirements. I have subsequently discovered that this topic also appeared in
correspondence from GSA to the Department of Treasury dated July 18, 1973.
Enclosed for your information is a copy of that correspondence.

If I can be of further assistance, please let e know.

e ARTHUR F. SaxpsoN, Administrator.

T JuLy 18, 1973,

Hon. WARREN F. BrECHT, -

Assistant Secretary for Administration, Department of the Treasury, Washing-
ton, D.C. '

DEAr Mr. BrecHT: Based on the justification appearing in your letters of
April 5, April 20, May 21, and June 11, 1973 and staff c:onferences. we are grant-
ing you a delegation of procurement authority (DPA) in respect to the purchase
of four minicomputers with option for an :lddim)n_al six xxlln}(‘oxnp_llters and for
necessary Adapter Clusters and Adapters( fl;'clls)e in connection with the Treas-
ury Enforcement Communications System (TECS). . =

The four minicomputers authorized for procurement at this time shall be lo-
cated in San Diego, California. The relocation of .s.-_ud mngc(_mmut(?l’S or the ex-
ercise (in whole or in part) of the option for ;lddll’l('m.ﬂl 1{1111}1c0111p1}te:rs Sh:’lll be
accomplished only after prior approval by General Services Administration.

A plan for implementation of an extensive telecommunications data network

is being developed in conjunction with the I')}-I)nrr111ex1r nf‘Agricu‘ltu;e {'llridaics-'
expected to be in operation in 1975. It is 1,»9}19ved th:}t this net“gr hWIld x
commodate your expanded data communications requirements and shou e

given consideration in your planning. - A e
This DPA is subject to the limitations set forth in Encl-osure 1. Failure to op

erate within the established limitations renders this DPA v mdtfbé%r' i
Any future reference to this DPA should cite '(‘ase Number : = —f- i reo
If we can be of assistance at any stage of this procurement, please fee

to call upon us.

Sincerely, GEORGE W. Dobsox, Jr.,

Assistant Commissioner for Automated Data Management Services. "
Senator Percy. The Chair will call now Mr. Clay Whitehead, Di-
rector of the Office of Telecommunications Policy.
Mr. Whitehead, we can go right ahead.
Could we have order in the hearing room, please? .
As T understand it. you do not have a prepared statement ?

Mr. Warrenea. That is correct. : £ About
Senator Percy. You will give a short summary statement.

110{} lone would that be?
Mr. WaITEHEAD. Just a very few minutes. s e s 197
Senator Percy. Go ahead. Junels, 4

STATEMENT OF HON. CLAY WHITEHEAD, DIRECTOR, OFFICE OF
TELECOMMUNICATIONS POLICY

Mr. Wrrreneap. We are not prepared today to testify on all the blll;
under consideration. We came principally to address certain aspetes o
GSA’s FEDNET procurement and our role in it. . : . ;

OTP, of course, has been involved in the privacy issue since its
founding in 1970. And as you and other people have qommente(L tech-
nology seems to be rapidly outpacing our understanding and grasp of
what it is doing to the privacy interests of individuals.

It has
as 1968, 4
submitte
question.

In the
area. We
and the
with the
cable tel
lation to
letter to

Last y
ning pro
be a foca
of all th
works tyi

We m:
include i
did—a n
the Dom
the Vice

GSA’s
ber of la
plans. Y
think it
portant t.
adopted :
opportun

In my j
deferral
concerns
privacy q
with the
the chara
nected inf
ment, inv
we have s
continue
doing.

Howev
agreed to
oversee (3
and procu
do not ne
remain ve

Senator

T just he

Earlier
made refe
to preven
television.
will soon
privacy pr




333

It has been coming upon us very rapidly. For example, as-recently

of as 1968, a major Presidpntinl review of communications issues cou.](.’l b(,t
‘:\j;s.., submitted to the President without delving at all into the priv acy
their question.
ed in

: In the last year, OTP has taken a number of actions in the privacy
iz area. We began a major study to define the scope of privacy interests
and the ways in which the Federal Government could come to grips
with the problem. We have prepared a report to the President on
cable television with a section on privacy and are now drafting legis-
lation to send to the President, as referred to in the Vice President’s
letter to Senator Ervin. -

Last year, we instituted a Government-wide communications plan-
ning process under QTP Circular No. 12. For the first time there will
be a focal point within the Federal Government for advm_lce planning
of all the Government agencies’ proposals for communications net-
works tying together information data banks in one place.

We made a recommendation to the Prosidon_t last year that he
be lo- include in the state of the Union message—ihich he subsequently

T'reas-

did—a new initiative on privacy, which led to the establishment of
rivacy Committee under the chairmanship of

the Domestic Council P
the Vice President.

GSA’s FEDNET proposal first came to OTP’s attention in Decem-
ber of last year as part of our oversight of agency comm_gmcatlons
plans. You have the correspondence between QTP and GSA, and I
think it adequately reflects our concerns and our actions. It is im-
portant to note that GSA has reduced the scope of its plans and has
adopted a more stretched-out procurement schedule which gives more
opportunity for review.,
In my j udgment, however, there is still reason to be_concerned. Th(’:'
" deferral of the DCN aspect of the GSA proposal satisfies our major
concerns on communications procurement. but it does not address the-
privacy question. T he scaled-down computer procurement to be used
with the existing communications line does not subst:mtmlly change
the character of the system. We are still talking about an intercon-
nected information system owned and operated by the Federal Govern-
ment, involving a rather substantial increase in scale over anything-
we have seen before. OTP, OMB. and. of course, the (‘.on;:ross SL}OI]].(I
About continue to be concerned about the privacy aspects of what GSA is
doing. s
However, T am confident. that the planning process thag GSA has
agreed to does give opportunity for OTP, OMB, and the (,ongr(jss to:
oversee GSA’s actions and to review its implications fro_m a privacy
and procurement, standpoint before system implementation begins, I
do not need to tel] this committee that I think such oversight will
remain very important,
Senator Percy. Thank you very much, Mr. Whitehead.
I just have one question for you. : : ¢
Earlier in these hearings, Vice President Ford’s written testimony
nee its made reference to efforts by the administration to de\'qlop legislation
1, tech- to prevent snooping and other abuses of personal privacy by cable
-asp of television. I understand that the Office of Telecommunications Policy

will soon propose a Cable Communications Act of 1974 with certain
Privacy provisions,

el bitus e Lo 0l e g e,
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Can you tell us what they could do or would do? ' I th
Mr. Wirreneap. This bill which is now in the final stages of draft- as wel
ing would preclude certain kinds of information from being collected Tha
without the consent of the cable subseriber. It would also assure that |
the citizen has ample opportunity. through technical standards set STATE
by the FCC and throueh other measures. to control what information VoT
-comes into his home. The cable subscriber could control access to VIC

infprmation regarding the manner in which he is using the cable ;
|

system, what kind of programing he is watching, and using the content M.
-of his communications. The cable operator would be precluded, as a | I an
matter of Federal law, from disseminating any of that information ‘ of T1lir
to anybody else without the cable subscriber’s actual consent, | Bernst
Senator Percy. Right now we have such market research organiza- i For t
tions such as A. C. Nielsen who work out arrangements with television _‘ Sena
viewers to put monitors on their sets. They compensate them for this. , ment o
‘They try to pick a representative cross section. They provide very val- b Ms. S
uable data to advertisers, the general public. and so forth. l Sena
Is it possible, however, with cable television, without adequate leg- | Ms.
islation to prevent it, for someone to just go in and monitor what pro- of our
-grams a family views and watches, how long they Jook at them, when ? ual priy
they change, without that individual knowing it, and sell that infor- 5 tronie,
‘mation ? . : ) : reeordk
Would this be, in your judgment, an invasion of privacy that should l "I am
be protected against? i, ; would 1
Mr. WartenEeap. It certainly is possible. T think it is important to i States
note. though, that that same thing is now possible with over-the-air , terestc,d
broadeasting. There have been commercial proposals to set up a service { vears. t
similar to Nielsen, but using a truck that merely drives up and down ; boolk on
the streets monitoring the radiation from television sets and keeping 5 tent on
track of which homes are tuned to which channels at which time. | T.eacue
In my view, that would be an invasion of privacy, whether it is done ! delogat
with the current technology or whether it is done with cable. We f toward 1

should have laws that clearly prohibit those kind of surveys, unless, of ’ special

-course. as with Nielsen. the home owner gives his consent. - | Leaoue
Senator Percy. Thank you very much for being with us this i togethe

morning. | The 1
I have no further questions. ‘ strong ¢

Mr. Wrrteneap. Thank you.

2 z oo lection, 1
Senator Percy. Our next witness, Donna Schiller. the President of

and priv

the League of Women Voters. And she will be accompanied, as I under- Howe
stand. by Ms. Doris Bernstein. i tions ger
It is a particular pleasure to welcome my own constituents. I am the colle
happy to say that T am the first male member of the Chapter of League ; Our n
-of Women Voters in Willamette. I11.. last Sunday on its 50th anni- | a share i
versary. to become a member. I think the first male member. | himself.
Ms. Scurrrer. Senator Perey, I had planned in my remarks to wel- | includin
-come you on behalf of the Ieague of Women Voters of Illinois as one | and ame
of onr new members. It is a pleasure to have vou. extent o
Senator Percy. T would like to say it is just simply a reaffirmation of formati
my close affiliation with and devotion to the League for better than ‘ purposes
20 vears. T worked with them back in the *30's in the implementation . antee th
of the passage of trade legislation. always urging that they somehow ’ purged a

enlighten their protectionist husbands at the dinner table ‘to the nec-
-essary national policy which I thousht their wives far better under-
stood than they did. And it is national policy.







REMARKS BY VICE PRESIDENT GERALD R. FORD
AT THE
NATIONAL COMPUTER CONFERENCE
CHTCAGO, ILLINOIS
May 9, 1974

FOR RELEASE IN THURSDAY P.M.'S

I thank you for this opportunity to address the 1974 National Camputer
Conference and Exposition.

The invitation extended by the American Federation of Information
Processing Societies was timely. I am learning about camputer technology and-data
processing from the Viewpoint of my new responsibllitios as Chairman of the
DOFESth Council Camittee on the Right of Privacy.

chicken Ccocp. But flve months ago — when the most intense investigation ever
focused on a nomipee for the Vice Presidency was directed at me — T awakened
to the privacy issue in a Very real and personal seénse. . I was one of the chickens.

On a previocus visit to Chicago, I had oceasion to refer to some foxes who
passed themselves off as elephants in the 1972 election. I am speaking of some
Characters in the CREEP organization and CREEP'S Invasion .of the privacy of

_bolitical opponents. This made me more aware of what could happen to our sacred
right to privacy. I deplore such violations of traditional standards of honesty
and decency in our political 1ife. |

I told Presideﬁt Nixon of my coneerns, and he appointed me chairman of the
Camittee on the Right of Privacy. I welcome-the challenge.

I know that there have been previous commltments previous studies, and
previous recommendations to deal by legislation with privacy problems. - It is too
early to forecast the outcame. I realize that teo many findings have been
. ignored and too little actually done. The time has come for action. I will do all
in my power to get results.

My first act as chailrman involved complaints about an Executive Order of-the-
-President that permitted the Department of. Agriculture to review The income tax
returns of farmers to obtain data for statistical purposes. The President asked
me to look into the matter. I immediately discussed the Executive Order with
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Let me tell you about the development of the Cormittee that T head. I
wanted to chalr this Committee with a staff of our own selection. I asked'mw ‘
former law partner, Philip Buchen — a distingulshed advocate of personal. freedom--
— to come to Washington as the Committee's Executive Director. -

Interagency task forces were formed to make recommendations. Contributions
have come also from the Congress, State governments, Industry, citizens' groups,

private individuals, academic experts, and some Federal agencies not represented

on the Committee. We wish to invite our hosts, the American Federation of

Information Processing Societies, and all constituent groups to become involved.
et oS AL
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Today I would like to cite an example of a development that concerns our \
comittee. The Government's General Services Administration has distributed
specifications for bids on centers throughout the country for a massive new

computer network. It would have the potentlal to store comprehensive data on

individuals and institutions.

The contemplated system, known as FEDNET, would link Federal agencies in a
network that would allow GSA to obtain personal information from the files  of many
-Federal departments. It is portrayed as the largest single govermmental purchase
of civilian data cammunication equipment in history.

I am concerned that Federal protection of individual privacy is not yet
developed to the degree necessary to prevent FEDNET from being used to probe into
the lives of individuals.

Before building a nuclear reactor, we design the safeguards for its use. “

rnn.

et

We also require environmental impact statements specifying the anticipated effect
of the reactor's operation on the environment. Prior to approving a vast computer
network affecting personal lives, we need a comparable privacy impact statement.

We must also consider the fall-out hazards of FEDNET to traditional freedomsn;ﬁwf//

SS—

I can today make known that the Privacy Comittee staff is proceeding with
a project to develop recommendations for assuring that personal privacy rights are
given systematic and careful consideration in the plamning, coordination, and
procurement of Federal data processing and data camunications systems.

Our cbjective is to formulate an action plan by June 30. An interagency task
force has been glven the assigmment.

Assignments have also been made for other task forces to work on problems
Involving

Social security nurbers;

Protection of personal privacy interests of COnsSumers;

(more)
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Preserving confldentiality of personal records used for statistlcal and
research purposes; '

Ways of notifylng people of their rights with respect to various types of
information they are asked to provide to Federal agencies;

Mailing 1list practices of the Federal government; and

Leglslative proposals aimed at protecting the personal privacy interests
of individuals on whom Federal records are maintained.

addition, staff work and outside research are under way or planned on
such as:

Development of basic legal concepts for articulating privacy rights;
Confidentiality of perscnal tax returns submitted to i:he I.R.S.;
Personal privacy rights of Federal employees;

Types of personal information that should not be collected;

Administrative procedures that would enable individuals to know about,
and to correct errors 1n personal data files maintalned by Federal
agencies; and

Means for limiting the range and volume of personal data collected by the
Federal Govermment.

dealing with troublescme privacy problems, let us not, however, scapegoat

‘the computer itself as a Frankenstein's monster. But let us be aware of the

implications posed to freedom and privacy emerging fram the ways we use computers

to collect and disseminate personal information.

A concerned involvement by all who use camputers is the only way to produce

standards and policles that will do the job. It is up to us to assure That

information is not fed into the computer unless it is relevant.

Even if i1t is relevant, there is still a need for discretion. A

determination must be made if the social harm done from some data outweighs its ;
usefulness. The decision-making process is activated by demands of people on the

Government and business for Instant credit and instant services. How can we offer

service to people without doing disservice to their privacy?

Computer technology has made privacy an issue of urgent national

significance. It is not the technology that concerns me but its abuse. I am also

confident that technology capable of designing such intricate systems can also

design measures to assure security.

There is no mention of the "right of personal privacy," as such, in the

United States Constitution. But, as far back as 1928, Justice Brandeis expressed

the idea

that the right of individual privacy is broadly protectedAby the

Constitution. For example, illegal searches and seizures are explicitly

forbldden in the Constitution. Moreover, the general right to privacy certainly

can be regarded.as one of the unenumerated rights that the Tenth Amendment °

reserres.bo. the people,

(more)
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There will evolve a more camprehensive bedy of law on privacy from issues‘to
came before the courts. But much can be done through executive and administrative
actions -— both in government and in business — to meet the growing public desire
for protection of each individual's right of privacy.

Sensitivity was shown by planners of this conference to the right of privacy
as affected by personal data collection and processing. I am pleased that five
of your scheduled work sessions concentrated on privacy problems,. I wish my time

had permitted me to attend these sessions, including the meeting orr Humanization of

Information Systems.

The need to humanize information systems best expresses how we should
approach the privacy issue.

Peoplé feel threatened by bilg information systems Just as they are troubled
by the grdwth'of big government, big business, big unions, and by big institutions

generally. Anxiety is experienced because blg systems and big organizations seem

. inhuman in that they appear not to respect a person as an iﬁdividual but treat

him as just another unit in a broad category of persons.
| As one processor of mail for a large organization said: "The saddest thing

of all is reading letters that begin, 'Dear Camputer, I know there are no humans
there, 'V

For 25 years I served in the Congress and watched the social plannefs. One
huge program after another was enacted. Rigid categorical standards were applied
to people with a sweeping brush. We began the programming of people before
computers were invented.

It is my conviCVion that the time has come to show greater respect for
Individual differences and to cease programming people as though they were objects.

We are approaching the celebration of this country's bicentennial. A major
commitment we should all make for America's third century is to work together to
humanize the operations of our camputers, our institutlons, and our government.
As Theodore Roosevelt put it very simply 70 years ago: "The goverrnment is us; we

are the government, you and I."
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OFFICE OF TCLECOMMUNICATIONS POLICY

EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20504

L. .
June 21, 1974 OTP CIRCULAR NO. 13

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS

SUBJECT: Federal Use of Commercial Telecommunication Service

1. purpose. This Circular establishes guidelines designed to
clarify the normal Federal role as a user, rathér than a provider,
of telecommunication service.- The policy emphasizes the need

to place maximum reliance on the private sector in providing
telecommunication services to the Federal Government.

2. Background. It is a long-standing policy of the Federal
Governmentc to rely on the private enterprise system to satisfy
its needs. In the area of telecommunications, this policy has
generally been followed. However, in the absence of further
guidance, agencies have been free to choose between two different
approaches: the procurement or lease of telecommunication
facilities (which are then used to produce a service), or the
direct purchase of telecommunication service. Both approaches
depend on the private sector, but the nature of dependence is
distinctly different. '

Agencies which procure facilities, rather than services,
are forced to maintain staffs with all of the expertise
necessary to develop the detailed system design. The service
approach, while not eliminating the need for in-house telecom-
munication staffs, will shift more of the burden for system
design and detailed equipment specification to the private
sector. fThe level of in-house design-oriented expertise

necessary to insure that proposed service offerings are sound

depends on type and frequency of procurement actions ia which

the agency is engaged.

The‘éoylgwing statement of policy is designed to distinguish
between these two approaches and to emphasize that purchasing
service directly is preferred.

3. Policy. The Federal Government places heavy reliance
on the private sector in providing telecommunication service
for its own use. This means that all functions normally

“associlated with providing the service shall be performed by

the private sector. These functions include design, engincering,
system management and operation, maintenance and logistical
support.



OTP CIRCULAR NO. 13
June 21, 1974

In order to emphasize the government's proper role as a
user, any proposal designed to provide needed telecommunication
service, which requires the Federal Government to perform any
of the "provider" functions such as those listed above, shall

- be adopted only if commercial service is:

1) not available to the user during the time needed;

2) - not adequate from either a technical or operational
standpoint; or

3) significantly more costly.

A non-commercial service approach is acceptable if such
an approach will result in significant savings over an otherwise
acceptable commercial service offering. To be considered
significant the savings must exceed 10% of the cost of the
commercial service. The cost estimate of the non-commercial
approach must include, as a minimum, all of the factors called
out by OMB Circular A-76. If the proposed approach involves
heavy investment, rapid obsolescence or uncertain requirements,
the minimum savings threshold should be increased to reflect
these factors.

4. Administration and Scope. This policy applies to the
telecommunication activitices of the Executive Branch which .
take place in the United States, its territories-and possessions,
the District of Columbia or the Commonwealth of Puerto Rico.

Agency heads are responsible for the implementation of
this policy within their own organization. However, in the
case of requirements which, under current authorities, must
be submitted to the General Services Administration, it is the
responsibility of GSA to determine the appropriate use of
commercial service in accordance with this Circular. A report
describing the implementation of this Circular shall be provided
to OTP by each agency within six months of the policy issuance
date.

5. Authority. This Circular is issued pursuant to. the
responsibilities set forth in Executive Order 11556.

Clay T. Whitehead
Director
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GSA Aiteript to Revive Feduet
Thwaried by lrate Legislators

" By Nancy French
Of the CW Staff

WASHINGTON, D.C. - In what ap-
peared to be a breach of a commitment
made by General Services Administrator
Arthur Sampson, the General Services
Administration (GSA) requested bids on
Fednet again last week without notifying
members of Congress or the Executive
Branch. P

Although the move caught everyone by
surprise, angry congressmen reacted
quickly, framing legislation that five days
later effectively killed the proposed fed-
eral teleprocessing network.

Sources in the Office of Telecommuni-
cations Policy (OTP) and Congress who
thought they had an understanding with
GSA on Fednet said they heard the news
“with utter disbelief.”

“Sampson had a verbal agreement with
Office of Management and Budget (OMB)
director Roy Ash and OTP director Clay
Whitchead saying they would be notified
before GSA purchased any more data
processing systems to handle personal in-
formation,” one congressional staff mem-
ber pointed out.

And on June 20, Sampson promised a
joint Senate committee, hearing testimony
on proposed privacy legislation, that no
further procurement would be initiated

for DP equipment for Fednet without first

informing Congress.

“It sure looked as though they were
trying to sneak this one by us,” an OTP
staff member commented.

Under fire since February when the
project was first offered for bids, Fednet

was seen by critics from the beginning as

(Continued on Page 4)
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itempted Fednet Revival Thwarted by Cengress

(Continued from Page 1)
a scrious threat to privacy. These critics
feared that the proposed data communi-
cations network would have allowed com-
puter centers all over the U.S. to be
interfaced into a single massive data sys-
tem.

GSA responded to the criticism by re-
naming the project “the new equipment
project” and adding amendments that
scaled down the system considerably.

On May 16, GSA gave notice to pro-
spective bidders that the project had been
reduced to a maximum of six CPUs, that
the data communications network had
been canceled and that a new request for
proposal (RFP) would be issued within
60 days.

The RFP sent out on July 15 included
four computer sites for the Department
of Agriculture and one optional site for
GSA, according to a GSA spokesman.

“It wasn’t a new procurcment — it was
the one we promised would be out within

days back on May 16,” he explained.

e GSA official claimed the whole

g was a “misunderstanding.” He said

ne RFP, tied up in the print shop since

June 21 and issued on July 15, was the

one issued in February reprinted to clear

up confusion created by all the amend-
ments.

Since it was not a “new procurement,”
but merely the same Fednet proposal
with amendments, “prior notice” to
members of Congress was not necessary,
he said.

Congressional and Executive Branch of-
ficials disagreed. When news about the
RFP “hit the street,” according to an
OTP spokesman, one by one officials in
OMB, OTP and various congressional of-
fices started to spread the word by
phone.

. Congressional committees took action
immediately. The House of Representa-
tives had already included in GSA’s ap-
propriations bill for fiscal year 1975 a

clause forbidding GSA to use any of the
funds appropriated to purchase “anything
resembling Fednet,” according to one
House source.

By July 18, the Senate added the House
language to its appropriations bill for
GSA.

The same day, GSA officials received
notice from OMB that the ADP Revolving
Fund, provided to GSA under the Brooks
Bill, had been apportioned for other use
and that the money “would not be avail-
able” for Fednet.

On July 19, GSA pulled out of Fednet
entirely by dropping the optional GSA

site “in view of the concern expressed
over the protection of privacy ... "

“Despite the merits inherent in the pro-
poscd joint proposal,” the GSA rcelease
said, it would be “in the best interest of
the government to fill GSA’s needs scpa-
rately.”

What remains of the Fednet proposal is
four computer installations for the De-
partment of Agriculture.

GSA said it has “no plans for a scparate
GSA procurement,” and if and when it
does, “full consultation with the Congress
and the Executive Branch” will be under-
taken. =










